YACTb 4. BPEAOHOCTHbIE NMPOIrPAMMBI
13. BPEAOHOCTHbIE NMPOrPAMMbI U KOMINBbIOTEPHBIE BUPYCbI

13.1 OcHO8HbIE NOHSIMUS

Jist xpanenusi ©HQOpMAIMK Ha JIOOOM KOMIIBIOTEPE HCIOJIb3YIOTCS JIBa
BHJIa TIAMATH - TOCTOSIHHBIE 3anmoMuHaromue ycrpoicta (I13Y) u moctosiHHbIE
3anoMmuHaronye ycrpoiicrsa (I13Y). K mepBoMy TUIy OTHOCSTCSI XKECTKHUE TUCKH
(BuHuectepsl), nuckerbl, CD-ROM u apyrue MoOuiibHbIe HOCUTENN HH(OPMALINH,
KO BTOPOMY - OIEpaTHBHAs MaMsATh, TO €CTh MHUKPOCXEMa B CHCTEMHOM OJIOKE.
[Toatomy II3Y Takke Ha3bIBAIOT BHEIIHEW JOJTOBPEMEHHOW mamsThio, a O3Y -
BHYTpPEHHEN. | JTaBHOE OTJINYME ONEPATUBHOM MAMSATH OT BHELIHEN COCTOUT B TOM,
yto uHpopmanus, 3anucaHHas Ha O3Y, MOXeT XpaHUThCS TOJIBKO BO BpeMs
paboThl KOMIBbIOTEpA, MPHU BBIKIIOUEHUHM WM Tiepe3arpy3ke oHa Tepsercs. Kax
ciencrtBue, OoJbIMHCTBO YycTpoiictB [I3Y mnpenHasHaueHbl i XpaHEHUS
3HAYUTETHHO OO0JIbIIEr0 00beMa HHPOPMAIINH, YEM OTIEpaTUBHAS MAMSITh.

Jlis opranuzanuu xpanunuiia uagopmaruu Ha [13Y ucnonb3yrorces ¢aitibl.

@Daiin - 3mo Jno2udeckuti 610K UHDOpMAYUU, XPAHUMOU HA HOCUMENAX
ungopmayuu. Daiinn 00513aTETLHO UMEET UM U MOXKET COJIEPKATh MPOU3BOIbHBIN
o0bem wuHpopMmanuu. MakcumanbHas JJIMHA WMEHHM M MaKCUMaJbHBIH 00BbEeM
(aitna onpeaenstorcs GhailsioBON CUCTEMOM.

QDaiinosasa cucmema - 2mM0 COBOKYNHOCHb NpPABUTL, ONPeOensioujux
cucmemy Xpauenusi uHgopmayuu: pazaudHble aTpuOyThl (alIoB, TaKHe Kak
MaKCHMaJlbHasi JJIMHA WMMEHW, MaKCHUMaJIbHbIA JOMYCTHUMBIN pa3mep aiina.
[Tpumeps! daitnoBeix cucteM - FAT, FAT32, NTFS, EXT2, 1ISO9660.

Komnvriomepnaa npocpamma- >3mo nocneoo8amenbHOCMb UHCMPYKYUL
(komano) 0151 8LINOJIHEHUS KOMNBIOMEPOM Onpedesientblx Oeticmeuti. 1lpoecpammol
3anucvbl8aromes npu NOMOWU CNEYUAIbHBIX SA3bIKO8 NPOSPAMMUPOBAHUSA  ULU
MauwuHHo2o xooa. IlpuMepbl KOMIBIOTEPHBIX MPOTrpamMM - MPOrpaMMa YTEHUS U
3amucH JaHHBIX Ha JUCKETy, IporpaMma BOCIPOM3BEICHUS MY3BIKH C JHCKa,
3alrCcHas KHIKKa B MoOMbsHOM Tenedone, Microsoft Word.

[Tepenaya mporpaMmMe MoJib30BATEILCKUX JIAHHBIX MOXET OCYIIECTBIISATHCS C
oMoIIbI0 Tpaduueckoro uHTepdeiica, KOMaHAHONW CTPOKHU, KOH(DUTYPALIUOHHOTO
(haiiyia UM KOCBEHHO 4epe3 APYrue MporpaMMmbl.

Konguzypayuonnwuit ¢aiin npeocmasnsem coboii mexcmoswiil paiin ¢
NnOCNe008amMeNlbHbIM  NepeyHeM OAHHbIX U KOMAHO, KOomopble HeobXooumo
nepedams npocpamme. 1lpu B3auMOIENHCTBUU K€ ABYX MPOTpaMM MEXIy COOOM
MOJIH30BATENh KaK MPABUJIO SIBHOTO yYaCTHs HE TPUHUMAET.

Bbi306 Komnviomepnoii npozpammol, mo ecmb 3aNycK NpPOSPAMMbL HA
8bINOIHEHUE, NPOUIBOOUMCSL NYMEM NOCAe008AMENbHOU 3A2PY3KU COOEPHCUMO20
coomeemcmaylowe2o el gatiia 6 onepamusHyo Namsams, NOcie Ye20 KOMNvlomep
HauuHaem @vlNOJIHAMb NOCA008AMENbHOCb 3ANO0NCEHHBIX 6 IMY NPOSPAMMY
oeticmaui.
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3anmyCTUTh IpOrpaMMy MOXKHO Takke HempsAMbIM MeTonoM. Hanpumep, npu
noctyne K Jgobomy dainy, coaepkameMy TEKCTOBYIO HH(GOpPMAIHIO, JOJDKHA
3amyckaTbCsi — MporpamMma,  MO3BOJISIIONIAsl ~ €ro  MpodecTb, TO  €CTh
npeoOpa3oBbIBalOIlas MAIIUHHBIA KOJ, COJIep:Kallluiicsi B TEKCTOBOM (ailne, B
OYKBBI, KOTOPBIE MOJIb30BATENb MPOYUTAET HA SKPAHE.

Takum o00pa3oMm, NPaKTUYECKH BCE MPOrPaMMbl MOMHUMO OCHOBHBIX
(GYHKIUH, BBITIOJIHSIOT Psi/i AOMOJIHUTEIBHBIX, CIYKEOHBIX JEHCTBUM, HE BUIUMbIX
0OBIYHOMY MOJIb30BATEIIO.

Bpeoonocnaa npozpamma - smo npocpamma, HaHOCAWAS KAKOU-1UO0 8peo
KOMNbIOMepy, Ha KOMOPOM OHA 3aNYCKAEMCsl, UlU OPYUM NOOKTIOUEHHBIM K HeMY
KOMNbIOMepPam.

OgauM w3 cnoco0OB I8 BPEJAOHOCHOM  MpOrpaMMbl  OCTaBaThCS
HE3aMEUEHHONW Ha KOMIIbIOTEpE SIBJISIETCS] OMHMCBHIBAHWE CBOETO Koja K (aiiry
OpPYrol W3BECTHOM mporpammbl. Ilpm 3TOM  BO3MOXHO Kak IOJIHOE
nepe3anucbiBaHue (¢aiioB (HO B 3TOM cllydae BpEIOHOCHAs Mporpamma
oOHapyXHBaeT ceOsl IpU MEPBOM XK€ 3aIyCKe, MOCKOJIbKY OXHAAeMble IEHCTBUS
HOJTHOCTBIO 3aMEHEHBI), TaK U BHEAPEHUE B HAUaj0, CEpEeIUHY WIH KOHel ¢ailia.

IIpumep. CIH - Bupyc, KOTOpBIi B XOJA€ 3apa)K€HUs 3alMCHIBAET CBOU
KOMMMKA BO BCE 3allyCKaecMbIe TMOJb30BareneM mporpammMubie ¢aitier (PE EXE).
BHenpenue MoOXeT NPOUCXOIUTh KaK OJHUM KYCKOM, TaK WU IIyTE€M JEJICHUS
BPEIOHOCHOTO KOJIa Ha OJIOKU M 3alMCH UX B PA3HBIX YACTIX 3apa)kaeMoro (Qaiina.
[Ipu »sToM wuHGUIMPOBAHHAS WpPOrpaMMa MOXKET [ajbllie BBIMOIHITH CBOU
OCHOBHbIE (DYHKIIMM M BHpPYC B HEl HHMKakK ceOs He oOHapyxkuBaeT. OJHAKO B
OTIpe/IeNIeHHBII MOMEHT BPEMEHH MPOUCXOJUT YHHUUTOXKCHHE BCEH HH(OpMAIUH
Ha xecTkoM aucke. [lockonmbky camasi m3BecTHas Bepcusi CIH cpabarteiBana 26
ampersi, TO OH TOJyYuJI BTOpoe UM - « HepHOOBLIIbY.

13.2 CnocobkI pacnpocmpaHeHusi 8pe00HOCHLIX NpPo2pamMm

B nacmoawee epema umeemca uemvipe OCHO6HBIX chnocoda nepeoayu
eépeoonocnozo I110.

1. Mobunsnsle hHocumenu. K MoOunbHbIM HOCUMENAM MOXCHO OMHECMU 6Ce
8uovl  anepeonezasucumvlx I113Y. To ecmv makux ycmpoticms, Komopule
NO360J510M 00CMAMOYHO 0020 XPAHUMb UHDOPMAYUIO U NPU DMOM He mpedYIom
OONONHUMENbHO20 NUMAHUSL OM KOMNblomepd. ITO TUCKETHI, KOMIAKT JWCKH,
flash-nakonurenu, neppokapTel 1 epQOICHTHI.

MoOWIbHBIE HOCHUTEIU - JOCTATOYHO PACHPOCTPAHCHHBIA CHOCOO st
Pa3MHOXCHHS KOMITBIOTEPHBIX BUPYCOB. OHAKO MO CKOPOCTH PACIPOCTPAHCHHUS
3TOT MyTh CYIIECTBEHHO YCTYIACT KOMIIBIOTCPHBIM CETSIM.

2

2. Jlokanbhas evluucIUMmMeENbHAA Cemb (JYBC)) - 3MO KOMNbIOMEPHAS
cems, NOKPBIBAIOWAS. OMHOCUMENLHO HebOoIbwytlo meppumoputo (IIOM, IIKONY,
UHCTHTYT, MUKPOPAHOH).

153



Bpeoonocnvie npozpammvl 6 noaHoU Mepe UCHONb3YIOM NpeumMyujecmsd
JIBC - ¢axmuuecku, noumu 6ce cCO8peMEHHble GUPYCbl UMEIOM BCMPOEHHblE
npoyeodypvl UHGPUYUPOBAHUS NO JIOKATbHLIM CeMAM U KAK C1e0Cmeue GblCoKUe
memnvl  pacnpocmpanenus. VIHQUIMpoBaHUE OOBIYHO MPOMCXOAUT B TaKOH
MOCJIEIOBATEIbHOCTH. 3apaKCHHbIA KOMIIBIOTED C 33JaHHbIM HHTEPBAJIOM
MHULAHAPYET COEAMHEHHUE IMOOYEPEAHO CO BCEMH IPYTUMHU KOMIIBIOTEPAMH CETH H
MPOBEPSET HATMUME Ha HUX OTKPBITHIX JJIs 00Iero Aoctymna ¢aitnos. Eciu Takue
€CTb, IPOUCXOTUT UH(PUIIUPOBAHHE.

3. I'nobansnasn evtuucarumenvuasn cems (I'BC) - smo xomnvromepnas cemo,
NOKpblearowas Oonviue meppumopuu - TOpPOIa, CTPaHbl, KOHTUHEHTHL. Camas
OoJbINas ¥ camasi U3BECTHASI Ha CETOMHANTHUN JCHD TNI00aTbHAs BRIYHCIUTEIbHAS
CETh - 3TO BceMupHas ceTb MHTepHer. Hanuuue cemu maxkoeo macuumaba denaem
BO3MOJNCHBIM BCEMUPHbIE INUOEMUU KOMNBIOMEPHBIX BUPYCO8.

Ipumep. 30 anpens 2004 roga ObLTM OOHAPYKEHBI MEPBBIE IK3EMILISAPHI
BHUpYyca SasSer - B TEUCHHE JTHS UM ObLJIO aTaKOBAHO OKOJIO 4 THICSY KOMITBIOTEPOB,
YTO BBI3BAJIO CepPhe3HbIC COOM B paboTe Takux KoMmaHui kak Postbank, Delta Air
Lines, Goldman Sachs. BmocmenctBum ObLIO mOpakeHO Oojee 8 MIIH.
KOMITBIOTEPOB, a YOBITKH OT Sasser 6bu1m orieHeHsb! B 979 miH. momnapos CLIA.

4. Dnexmponnaa nouma - >3m0 Ccnocobd nepedavu uHGopmayuu 8
KOMNbIOMEPHLIX —~ CemsX, OCHOBAHHbIL HA  Nepecvlike NAKemos OAHHbIX,
HA3b18AEMbIX 2JIEKMPOHHLIMU NUCOMAMU.

Ha ceco0nawnuil 0ensv 21eKmpoHHAs NOYMA 8bICMYNAen OCHOGHbIM NymeMm
pacnpocmpaneHusi 8upycog. ITO TPOUCXOAUT MOTOMY, YTO BpPEMsI JOCTaBKH
MMCbMa OYEHb Majo (OOBIYHO HUCYHUCISACTCS MUHYTaMH) W TPAKTHYECKU BCE
M0JIb30BaTeNM MIHTEpHET UMEIOT KaK MUHMMYM OJIMH NOYTOBBIN SAIIUK. [Ipy sTOM
JUTSL TOTO, YTOOBI TOCTaBUTH MOJIH30BATEII0 HA KOMIBIOTEP 3apa>KeHHBIN (ailn, He
HY’)KHO €ro MpUHYXKIaThb KyJa-Tu00 OOpaTUThCS M CKOMUPOBAThH K cede BHUPYC.
JlocTaTOYHO JHWIIb TPUCIATh HA €ro JJIEKTPOHHBIA ajapec WHOUIMPOBAHHOE
MMACHMO M 3aCTaBUTH aJipecaTa ero OTKPBITh. YacTo 1y HHPUITMPOBAHUS JTaXKe HE
TpeOyeTcst 3amycKaTh BJIOKEHHUE - CYIIECTBYIOT METO/IbI, MO3BOJISIOIINE 3apakaTh
Jake Mpy 0OBIYHOM MPOYTCHHUH MTHCHMA.

IMpumep 1. Horillka pacnpoctpansiercst yepe3 NMutepHer B Buae (aiinos,
MPUKPEIUICHHBIX K 3apaXKCHHBIM MUChbMaM C TaKUMH MapaMeTpaMu: 3aroJiOBOK -
«Buumanue!», Tekct: «BpimyieHo HoBoe VDS 0OHOBICHHE IS TIOMCKA BUPYCOB B
namsitt OC Windows! OHo momoraer G0OpOThCs ¢ BUPYCaMH, PACChUTAIONUMHKCS
Mo ToYTe. AHTUBUPYCHBIM MONYJh HANMCAaH HAa CKPHUMNT-SA3BIKE, YTO MOMOTAET
nepexBarbiBaTh VO H |JS BUPYCHI, Mpekae YeM OHHM HAYHYT JIECTPYKTHBHYIO
NEeSATENBHOCTD. JJ0CTaTOUYHO OTKPHITH (DAl ¥ MporpaMMa Mo yCTPaHSHUIO BUPYCOB
MIPOBE/IET TTOMCK BPEIOHOCHBIX IMPOTPAMM B MaMSATH KOMIIbIOTEpay. Bo BioxkeHUN
Haxoautcs Qain ¢ umenem «WinSys32dll.vbs», mocne ero 3amycka mpoucxXoauT
3apaxkeHue komrblotepa. Kak pesynbrar, 11 nexadps kaxxaoro roga Ha dSKpaH
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BbiaeTcst coobmenne «COOOOOO0O0OO0OLy m mocne cleayrmel nepe3arpy3ku
YHUYTOXKAIOTCS BCE TaHHBIE Ha kecTKoM nucke C.

Ipumep 2. LoveLetter 8 mae 2000 rosa B Te4eHUE BCETO HECKOJIBKUX YacOB
3apa3wyl  MWUIMOHBI ~ KOMIIBIOTEPOB 1O BCeMY MHpPY. TakoMmy ycrexy
CrocoOCTBOBajia yJayHO BbIOpaHHAs TeMa, WHTPUTYIOMIUA TEKCT U HUMS
BioxeHHoro (aiina - «ILOVEYOUy, «kindly check the attached LOVELETTER
coming from me» u «LOVE-LETTER-FOR-YOU.TXT.vbs. Ilocie 3apaxeHus
npoucxoauiia  Kpaxka KOH(GUIEHIUAIbHOM HMHPOpMAaMM U  HCKaKEHHE
COJIEP)KUMOTO HEKOTOPBIX (HalIOB Ha )KECTKOM JIUCKE.

13.3 OnepayuoHHasi cucmema. YsiseumMocmu u 3ansiamsl

Bce mporpamMmbl MOXKHO pa3fenuTh Ha JBa THMA - NPHUKIAJHBIC WU
CUCTEMHBIE.

Ilpuknaonoe npozpammuoe obecneuenue (npuxkiaoHvle NPOSPaAMMbl) 3o
npocpammeol, npeoHa3HaueHHbvle o7l 8bINOJIHEH S onpeoeneHHbIx
NnoIb306AMENbCKUX — 3a0ay U pACCYUMAHHble  HA  HenocpeoCmeeHHOe
83aumooeticmaue ¢ noavzosamenem. lIpUKiIaaHble MPOrpaMMbl YacTO HA3bIBAIOT
PUIOKCHUSIMHU.

Cucmemnoe npozpammuoe obecnedeHue ucnob3yemcst 01 obecneueHus
Pabomuvl KOMNBLIOMEPA CAMO20 NO cebe U 8bINOIHEHUS NPUKIAOHBIX NPOSPAMM.

B nepconanbHOM KOMIBIOTEpE IO MPUKIAIHBIMU  [IpOrpaMMaMu
MOHUMAIOTCA PA3JIMYHbIE TEKCTOBBIE PEAAKTOPHI, UTPHI, TTOUYTOBBIC MPOTPAMMBI,
AIEKTPOHHBIE cioBapu. Poiab 6a30BOro CHCTEMHOTO MPOTPAMMHOTO OOECIICUCHUS
UTPAET ONEPAMOHHAS CHCTEMA.

Onepayuonnaa cucmema (OC) - 3mo KOMHIEKC NpoOcpPaAMM, KOMOPbL
obecneyugaem ynpagienue GuU3UUECKUMU YCMPOUCMEAMU KOMNbIOmMepd, 00CMYNn K
Gavinam, 6600 U  6bl800  OAHHBLLX, BbLINOJHEHUE U  B3AUMOOECmBUe
noib308amenvCekux npozspamm. Hanmuuue aBTo3arpy3kd J1aeT BO3MOXHOCTH
BPEJIOHOCHBIM BUpPYCaM MPAKTUYECKH HE3aMETHO BBIMOIHATH cBou (pyHKImH. J1jis
ATOTO BO BpEMs 3apaK€HUS B CIHCOK aBTO3arpy3ku J00aBIseTCS CChUIKA Ha
porpaMmy, KOTOpasi 3arpy’aeT BUPYC B ONEPATHUBHYIO MaMSTh MPU KaxKIOU
3arpy3ke ONEpPAIMOHHON CHCTeMBbl. 10 ecTh (haKTHUECKH aKTUBAIMs BHUpyca
MIPOUCXOAUT 0€3 yUacTHs TOJB30BATEIIS MIPU KAXKIOM BKIIOYECHUU KOMITBIOTEPA.

Yazeumocmo (unu oOpewn 6 cucmeme 6Oe3onacmocmu) - Mo Mecmo 8
NPOCPAMMHOM KOOe, KOMOpOoe mMeopemuyecku Uil peaibHO Moxcem Oblmb
UCNONIL308AHO OJISl HECAHKYUOHUPOBAHHO20 0OCMYNA K YAPAGIEHUIO NPOSPAMMOU.
Vaseumocmu mozym nosaeniamvcsi KAk 6 CUCMEMHOM, MAK U 6 NPUKIAOHOM
npPOCPAMMHOM 0DecnedeHuu.

[Tocne oOHapykeHHS YSI3BHUMOCTH, IMPOM3BOAUTEIIM TPOTPAMM OOBIYHO
CTaparoTCsl KaKk MOKHO CKOPEE BBITYCTUTH JIOTIOJHEHHUS, KOTOPhIC ObI MCITPABIISIIH
MCXOJTHBIN KO/ U 3aKPBIBAJIA OpETIIb.

3annama unu namu (om anen. patch - ramams, cmasums 3aniamol) - 5mo
NPOCPAMMHBIL KOO, UCHONb3YEeMbLU OJis1 MOOUDUKAYUU UCNOTIbIYEMOU NPOSPAMMDbI.
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pyeumu cnosamu 3aniama - 3mo OONOIHUMENbHASL NPOSPAMMA, KOMOPYIO
credyem 3anycmume HA BbINOJHEHUE, eClU 8 Yice UCNOAb3YeMOU Npocpamme
0OHapycunacy ouudoKka unu yazeumocms. 1Ipyu 3T0M 4aCTO MOXKHO YCTaHABJIMBATh
naTy 0e3 yJajieHus OCHOBHOM MporpamMMbl U Jaxe 0e3 3aBepiieHus ee paboThl - B
MIEPBYIO OYEPEb ITO KACAETCS ONEPAUOHHBIX CUCTEM.

Mpumep. B sauBape 2003 roma Havamace osmmaemust Slammer,
3apakarollero cepBepa IOJ YIpaBICHHEM OIepalMoHHON cucreMmbl Microsoft
SQL Server 2000. Bupyc ucmosnb3oBan Opemb B cucteme Oe3zomacHoctu SQL
Server, 3amnata kK koTtopoi Beimuia emie B uioje 2002. Ilocie mpoHUKHOBEHUS
Slammer HaumHam B OCCKOHEYHOM IHWKIIE IOCBUIATH CBOW KOJ Ha CIIyYalHO
BBIOpaHHBIE aJipeca B CETH - TOJIbKO 3a nepBbie 10 MUHYT OBLIO MOPAKEHO OKOJIO
90% (120 000 exuHMI]) BCEX YSA3BUMBIX CEPBEPOB, IPU 3TOM MATh U3 TPUHAALATH
TJIaBHBIX CEpBEpOB HTEPHET BBIILIU U3 CTPOSL.

13.4 lNMocnedcmeus 3apaxeHull 8peOOHOCHOU npoz2paMmmou

llocnedocmsusi ungpuyuposanusi Komnviomepa 6peOOHOCHOU HNPOSPAMMOU
Mo2ym Obimb KaK SAGHbIMU, MAK U HEsIGHbLMU.

K neagnvim nocneocmeusam 00b1uHO OMHOCAM 3APANCEHUSL NPOCPAMMAMU,
KOmopble No coell Cymu AGIAIMCA 8UPYCAMU, OOHAKO U3-3d OWUOOK 8 c8oem
K0Oe Uil HeCMAaHOapmHoOMy NPOSPAMMHOMY 0OecnedeHuio yeneeo2o KomMnviomepa,
8DE0OHOCHYI0 HACPY3K)Y BbINOIHUMb He Mmo2ym. Ilpu smom ceoe npucymcmaue 8
cucmeme OHU HUKAK He 8bIPANCAION.

Knacc agnvix nocneocmeuit nocmosanno yeeuuueaemcs. K Hum moocno
omnecmu.:

1. Hecankyuonupoeannasa paccelika 31eKmponHsIX nucem. Psao eupycos
nocie 3apaxcenusi KOMNbIomepa uwym Ha H#ecmrKom oucke aiivl, cooepaicaujue
IleKmMpOoHHble aopeca u 6e3 86e0oMa Noib308ames HA4UHAOm paccobliKy No HUM
UHDUYUPOBAHHBIX NUCEM.

Ipumep. Sircam paccbutan ceOs C 3apaKCHHBIX KOMITBIOTEPOB B BHJIC
(baiinoB, BIIOKEHHBIX B MHCbMa 3JEKTPOHHOM MOYTHI. /[ 3TOro ciy4ailHeiM
o0pa3oM Ha >KECTKOM JHCKe BblOMpazcs ¢aiia, K KOTOPOMY HPHUKPEIUISIICS
BUPYCHBIA KOJ (IOMMChIBaJICS B KOHel (aitna). Takum o0Opa3oM OTChLIaeMble
MMCbMa COJEpKaju BJIOKEHUE, COCTOAIEE W3 JBYX 4acTei: BUpYyC W (aii-
npuMaHky. VMs BiokeHus: (opMUpOBaIIOCH Ha OCHOBE BbIOpaHHOro (aina -
HaTpUMep, €CIIM UCXOIHBIN (haiin HaspBasics Photos.zip, To uMst BiIoXkeHUs OBLIO -
photos.zip.pif, photos.zip.Ink, photos.zip.bat wau photos.zip.com. Axapeca
noJryyaTesie BIOMPANUCh U3 HAWJACHHBIX HAa 3apakK€HHOM KOMIIBIOTEpE, a TEKCT
MIUCEM COCTAaBJSUICA TakK, YTOObI BHYIIUTh KaK MOXKHO MEHbBIIE MOJO3PEHHUM U
3aCTaBUTh aJipecaTa 3alyCTUTh MoyydeHHbId (aiin. [lobounsim 3pdexTom Takoro
crocoba pacmpocTpaHeHHsl SBIAETCA yTeYKa C 3apaKeHHOTOo KOMIIbIOTEpa
KOH(UIEHIIMATBHBIX JOKYMEHTOB.
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2. Kpasrica xonguoenyuanvnon ungopmawuu. Ilocne unuyuposarus
gupyc uwem @hauvl, cooepicawue KOHDUOSHYUATbHYIO UHGopmMayulo (Homepa
KPeOUmHbuIX Kapm, paziuduvie HApoau, ceKxpemuvle OOKYMeHmbvl), Ol Kpadcu
KOMOpOtU OH NpeOHA3HadeH, U nepeoaem ee X03AuHy. ITO MOXKET MPOUCXOIUTH
MyTeM OTIpPAaBKH BBIOPAHHBIX JIAHHBIX B JJICKTPOHHOM COOOIICHWH Ha
OTIpeieNICHHBIN aJpec WM MPSIMON TIEPEChUTKH UX HA yIaJCHHBIN CepBep.

3. Hecanxkyuonuposanuoe UCRONb306aAHUE cemesvlx  pecypcos.
Cywecmeyiom eupycol, Komopbvle nocie 3apadceHusi 6e3 6e0omMa NoIb308amMelsl
ROOKTIOUAIOMCSL K PA3UYHbLIM NAAMHLIM CLYHCOAM C UCHONIb30BAHUEM JTUYHBIX
OQHHbIX, HAUOEHHLIX HA KoMNnviomepe. BIOCICICTBUM JKEPTBE MPUXOIUTCS
OIJJAYMBATh HE 3aKa3aHHBIC €0 YCIYTH, a 3JOYMBIIUICHHHK OOBIYHO TOTy4aeT
MPOIICHT OT ATOTO CUETA.

IIpumep. Dialer - mociie monaganus Ha KOMIBIOTEP, 3TOT BUPYC HAYUHAI
J03BOH Ha MEXIyHapOIHbIC TeJIC(POHHbIC HOMEpa JJIS MOIKIIOUCHHUS K IJIaTHBIM
cepucam. UYepe3 HEKOTOpOE BpeMsl TIOJb30BATEIIO MPUXOAMI OTPOMHBIN
TeNe(OHHBIA CUET W JIOKa3aTh B IOJABJISAIONIEM OOJBIIMHCTBE CIy4acB YTO OH
HUKY/1a HE 3BOHWI HE TIPECTABISLIOCH BO3MOXHBIM.

4. Yoanennoe ynpasnenue xomnstomepom. Ilocie moeo, Kax npouzouiio
3apasicenue, HeKomopwvle SUPYCbl nepeoaron C80emy XO03SAUHY UHCMPYMEHMbL 05
VOANeHHO20 YNPABIeHUs UHDUUUPOBAHHBIM KOMNbLIOMEPOM - OMKDbIEAIOM
bexoopul (om anen. backdoor - wepmwiti x00). Obwiuno smo ewvipadxicaemcs 6
B03MOIICHOCU YOANICHHO 3aN)CKAMb pa3MeUeHHble HA HeM NPOSPAMMbL, d MAaKdice
3aepysicame uz Mumepnem no sicenanuro 310ymvludieHHuUKa moobvie gaiiivl. CBoe
MPUCYTCTBUE TaKHE MPOrPaMMbl OOBIYHO BBIPAKAIOT TOJIBKO B HCIOJIb30BAHUH
JacTH PECYPCOB 3apa)KCHHOT'O0 KOMITbIOTEpa JIJIi CBOMX HYXJ - B OCHOBHOM
Mpoleccopa M ONEPAaTUBHOW MNaMITH. Takhe KOMIBIOTEPHl YacTO HA3bIBAKOT
MallIuHaMH-30MOH.

5. bomunemwl. [pynna Komnvlomepos, KOMOPLIMU —YEHMPATUZ08AHHO
ynpaensaem OOuH 310YMbIULIEHHUK, Haszvieaemcsi 6omuemom. YucCao Takux
KOMITBIOTEPOB B VIHTEpHET Ha CEroAHSIIIHUA J€Hb JOCTHIaeT HECKOJbKHX
MUJUTMOHOB Y IIPOJOJIKAET YBEIIMUMBATHCS KAXAbINA JEHb.

Ipumep. Bagle - Bupyc, pacnpoCTpaHSIONIMICS B BHAE BIOKCHHS B
AJIEKTPOHHBIE MHUCbMA. AJpec OTHpPAaBUTENsE M MMs BIOKEHHS - MPOU3BOJIBHBIE,
teMa - «Hi», Texcr - «Test =)». Ilocne 3apakeHust OH KOMUPYET ce0sl Ha HKECTKUU
auck mon uMeneM bbeagle.exe um peructpupyer 3TOT (aiim B aBTO3amycke
OMepallMOHHON cucTeMbl. Jlaliee MPOUCXOIAT TMOMBITKA COEIUHUTHCA C
HECKOJbKMUMH  YJAJeHHbIMM  cepBepaMu. [lpy  3TOM  3JIOYyMBILIIEHHUKY
PEIOCTABISAETCS BO3MOXKHOCTh 3arpy’kaTh Ha 3apa)K€HHBIM KOMITBIOTEp JII0ObIe
aiiel 1 3amyckaTh WX Ha BeImoJHeHHE. [lepBhIit BUpycC U3 3T0# cepun, Bagle.a,
ob11 oOHapyxeH 18 suBaps 2004, omqHako Mo 3aMbIcily aBTopa yxe uepes 10 qHeit
OH TIepecTaj pa3MHOXKAThCS U BCKOPE MOSIBUJINCH HOBbIE, 00JIee COBEPILICHHBIE
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momudukanuu  Bagle. B pesynaprare aBTOp TONYYHMI OTPOMHYIO  CETh
MOJKOHTPOJBHBIX €My KoMIbloTepoB. Bagle-OotHer - omHa w#3  caMbIxX
MAacIITa0HBIX U U3BECTHBIX CETEH MallIMH-30MOU.

6. Hecankyuonuposannas amaxa Ha uyycoii cepeep. IlocienHee Bpems
BUPYCOITUCATEIN HUCIOIB3YIOT OOTHETHI JJIsi OPTaHU3aluK Tak HasbiBaeMbiXx DOS-
atak. DOS (ot anra. Denial of Service) - 3To mocTpoeHHOE Ha IPUHIIKIIE OTKA3a B
0OCITy’)KUBaHUM HamaJeHUe Ha YyJAJICHHBIA CaWT. JTO O3HAYACT, YTO KaXKIbIH
UH(HUIMPOBAHHBIA KOMITBIOTEP MEPUOINIECCKH (C HHTEPBAIOM OOBIYHO THOpsiaka 1
CEKYH/bI) TOCBLIACT MPOU3BOJBHBIM 3alpoCc Ha MOJydYeHHe HHPOPMAIMH C
3aJJaHHOTO  3JO0YMBIIIJICHHUKOM caita. Bce BeO-caliThl paccudTaHbl —Ha
OIPEICIIEHHOE YHCJIO 3alIPOCOB B AMHUIYY BPEMEHH, TIOATOMY PE3KOE YBEIHMUCHHE
HArpy3KH MPAaKTHYECKH BCErJa BBIBOAUT CEPBEp M3 CTpos. ATaka, KOTOpas
IPOU3BOIUTCS  OJHOBPEMEHHO ¢  OOJNBIIIOrO  KOJHYECTBA  KOMIIBIOTEPOB,
Ha3bIBaeTCs pacnpeneneHHor DoS-arakoit uiau DDoOS (ot anrin. Distributed Denial
of Service).

Mpumep.Oana u3 cambix H3BeCTHhIX DDoS-atak Obuta mpeanpuHsATa B
nrone 2001 roma. OObekToM HamaneHus craid BeO-caiit bemoro moma B CIIA
(www.whitehouse.gov). B arake yuactBoBasio okojio 12000 (1o ApyruM JTaHHBIM -
10 200000) KOMIIBIOTEPOB, 3apa)KEHHBIX BO BpeMs MPOIICANICH HE3aI0JIr0 0
storo snuaemun Bupyca CodeRed.

7. Paccoinka cnama. [lo0 >mum mepmMuHoM OObIYHO HNOHUMAEMCS
HEHYJHCHAS, HedCcelamenbHasl, He 3anpOouleHHAs noaydamenem KOppecnoHOeHYuUs..
CraM MOXXET MPUXOAUTh KaK MO SJICKTPOHHOW MOdYTe, TaK M B BHIE APYTUX
cooOmenuii, Hampumep Ha MOOWIbHBIN TenedoH B Buae SMS. [lockombky
AJIEKTPOHHBIX ajpecoB B VHTEpHET O4YEeHb MHOIO, pacchUlKa crama 3aHHMaeT
MHOT0 pecypcoB. [103TOMyY 3710yMBIIUIEHHUKH YaCTO UCHOJB3YIOT IS 3TUX LEeNen
OOTHETHI.

8. Qumiune. Daxmuuecku @uuiune - MO  MeMOO KPAXNCU  UYIHCOUL
uHgopmayuu, cymo KOmMopo2o 3aKI04aemcs 8 Nn00O0elKe U3BECMHO20 Cauma u
PACCHLIKE INEeKMPOHHBIX NUCEM-NPUSTAUIeHUN 3aUmU HA He20 U 88eCmiu CE0I0
KOH@UOeHYUabHy0 uHgopmayuro.

Hanpumep, co3naerca TouHass KOMMS caiiTa Kakoro-imbo OaHka U ¢
MOMOII[BI0 CHAaM-TEXHOJIOTUH pacChUIaeTCs MUChbMO, MAaKCUMAJIbHO IOXO0XKee Ha
HaCTosIIee, C YBEAOMIIEHUEM O cOO€ B MPOrpaMMHOM OOECIEUEeHUHU U MPOChOOoit
3aMTH Ha CAMT W 3aHOBO BBECTH CBOM JIaHHBIC. TYT e, B MHUCHME MPUBOIUTCS
aJpec caWTa - €CTECTBEHHO, IMOJJICIbHBIN, HO TAaKX€ MAaKCHMaJbHO MOXO0XUW Ha
npaBay. CyliecTByeT MEeKIyHApOIHAsT OpraHu3allvs, BeAyas y4eT (PUITHHTOBBIM
unimaeHTam - Anti-Phishing Working Group (www.antiphishing.org).

9. Ynuumoorcenue ungopmayuu. bonrvwuncmeo COBPEMEHHBIX
8DEOOHOCHbIX NpOCPAMM eCclu U Hecym 6 cebe npoyedypbl YHUYMONCEHUS]
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uHgopmayuu  Ha  KOMHblomepe-dicepmee, MO  MOILKO 8  Kauecmee
O0ONOIHUMENbHOU, He 0CHOB8HOU yHKkyuu. OTHAKO AJIs MHOTHX MOJIb30BaTeIel 3TO
HauOoJiee sIBHOE W OOJIE3HEHHOE TOCJICACTBUE - YAAJICHHBIM M HE IOJJICKAITUM
BOCCTAHOBJICHHIO MOXKET OKa3aThCs JI000H (haiisl Ha )KECTKOM JIUCKE, KaK JEeTCKUE
doTorpaduu, Tak U TOIHKO YTO 3aKOHUCHHAS KypcoBas paboTa WM KHUTA.

10. Mucmugpurkayuu. VlHorna Ha SIEKTPOHHYIO TMOYTY WA MO JAPYTUM
KaHaJIaM [PUXOJAT TaK Ha3bIBAEMbIE MPEAYIPEXKICHNUS O HOBBIX BUpycax. OObIYHO
OHM COJEPKAT MPU3bIBBI HE XOAUTH IO MPUBEIECHHBIM CChUIKAM, POBEPUTH CBOM
KOMITBIOTEP Ha HAJIMYME HA HEM BUPYCa YKa3aHHBIM B COOOLIEHUMH METOJOM WA
PeIOCTEPEIKCHNE HE MPUHUMATh MOYTY C ONpelesieHHbIMU NapameTrpamu. Yare
BCEro 3TO Mpocto Muctudukanus. Bpena, ecnu He mpeanpuHUMaTh yKa3aHHBIC
NEUCTBUS U HE MIEPEChUIaTh BCEM JIPY3bsIM U 3HAKOMBIM, HET.

IIpumep. B ampene 2004 roaa mpousonia MaccoBas pacchblIKa
OpeIyNpexICHUs O IKOObI ONTACHOM BUPYCE, OCHOBHBIM MPU3HAKOM IPUCYTCTBHUS
KOTOPOTO Ha KOMIIbIOTEpaXx IMOJ yIPaBJICHUEM ONEPAlMOHHOM crucTeMbl Microsoft
Windows 3asBisutocs Hammuwe (aiiaa jdbgmgr.exe, KoTopelii ¥ CONEPKHUT camy
BpPEJIOHOCHYIO TporpamMmy. B [eMCTBUTENBLHOCTH K€ JTOT (aiin sABiseTcs
CTaHJApTHOW TPOTpaMMoOl, BXojsmied B OoJbpIIMHCTBO Bepcuit  Microsoft
Windows. VYpamenue wiam wusMeHenue coxaepxumoro jdbgmgr.exe Bieder
HEIpeACKa3yeMble MOCIEACTBUS B paOOTOCIOCOOHOCTH ONEPAIIMOHHON CUCTEMBI.

13.5 Knaccugpukayusi peO0OHOCMHbIX MPo2pamMm

Bce epedonocuvie npocpammur 6 coomeemcmeuu co Ccnocooamu
pacnpocmpanenus u 8pPe0OHOCHOIN HAZPY3KOU MOMCHO PA30eiumsb HA 4Yemblpe
OCHOGHble mMUna:

- KOMNbIOMepHble UPYCHI,
- uepsu,
- MpOosiHbL
- Opyeue npocpammbi.
PaccMoTpuM 0CHOBHBIE OCOOEHHOCTH YKa3aHHBIX THUIIOB TIOJIpoOHEE.

13.5.1 Bupycsi

OcHoBHass dYepTra KOMIIBIOTEPHOTO BHpyca - OTO CIOCOOHOCTh K
CaMOPa3MHOKECHHIO.

Komnvromepnwtii eupyc- smo npozpamma, chnocobHas co30a8amsv ce0u
0yonuxamsl (He 0043amenbHO CO8NAOAWUe C OPUSUHATIOM) U 6HEOpSAMb UX 8
BLIYUCTUMENIbHbIE cemu U/unu gailivl, cucmemuvie o00IACMU KOMNbIOmMepa u
npouue  GuvinoaHsemvle 0Ovekmul. Ilpu  smom  0yOAUKAMbBL  COXPAHAIOM
CNOCOOHOCMb K OabHelulemy pacnpocmpaHeHuro.

Ycnoeno scuznennwlit yukn 1100020 KOMNBLIOMEPHO20 GUPYCA MOMNCHO
pazoenums HA NAMb CIMAOUIL:

- Ilponuknoeenue Ha 4yxcoll KoMnvromep.

159



- Axmusayus.

- Tlouck 06vekmos 01151 3apasriceHusl.
- Ilooecomoska konuii.

- Bueopenue xonuii.

IlyTaMM TNPOHMKHOBEHHMSI BHPYCA MOTYT CJYKHTh KaK MOOWJIbHBIC
HOCHTEJIM, TaK M CETCBBIC COCIUHCHHS - (PAKTUYCCKH, BCE KaHAIIbI, IO KOTOPBIM
MOJKHO CKOIUpPOBaTh (paiia. OHaKO B OTIMYKE OT YEPBEH, BUPYCHI HE UCIIOJIB3YIOT
CETEBBIC PECYpCHI - 3apAKECHHE BUPYCOM BO3MOXKHO, TOJBKO €CIH TMOJB30BATEIb
caM KakuM-TmO0 o0pa3oM ero akTuBHpoOBajd. Hampumep, ckomupoBal WM
TIOJTYYHJI TIO TIOUTE 3apasKeHHBIN (Paiil ¥ caM ero 3aITyCTHII WIIH MTPOCTO OTKPBLI.

IMocjie NMPOHMKHOBEHHSI CJeAyeT AaKTHBAINUs BHPyca. OTO MOXKET
MIPOUCXOUTH HECKOJIBKUMU Ty TSMH.

B coomeemcmeuu ¢ 6b10panHbim MemoooM aKmueayuu UpPycvl 0enamcs
Ha cedyrouiue euobl:

1. 3acpysounwvie eupycwl 3apadicarom 3a2py30uHble CEKMOPA HCeCMKUX
OUCKOB U MOOUTIbHBIX HOCUMEELL.

I[pumepsl. Bpenonocnas mnporpamma Virus.Boot.Snow.a 3amuceiBaet
cBoil ko B MBR sxecTkoro nucka uinu B 3arpy304Hble ceKTopa AuckeT. [Ipu sTom
OpUTHHAJBHBIC 3arpy304Hble cekTopa mudpyrorcs BupycoM. [locie momydeHus
VOPaBJICHUS BHPYC OCTACTCS B TMMaMITH KOMITbIOTEpa (PE3WACHTHOCTH) U
nepexBarbiBaet npepbiBanus INT 10h, 1Ch u 13h. Mnoraa Bupyc nposiBisieT cebs
BU3YaIbHBIM 3P(EKTOM - Ha SKpaHe KOMITbIOTepa HAYWHAET MaaTh CHET.

Jpyroii 3arpy3ounsiii Bupyc Virus.Boot.DiskFiller takkxe 3apaxxaetr MBR
BUHUECTEpAa WJIM 3arpy304Hble CEKTopa JHCKET, OCTaeTcs B TNaMATH U
nepexBatbiBaeT npepbiBanus - INT 13h, 1Ch u 21h. ITpu stom, 3apakas TUCKETHI,
BUpYC (opmMaTUpyeT OMOJHUTEIbHYIO NOpOoXKy ¢ Homepom 40 wumu 80 (B
3aBUCHUMOCTH OT OOBbeMa JHCKETBl OH MoOxkeT uMmeTh 40 mmub6o 80 mopoxkek ¢
Homepamu 0-39 wmm 0-79 coorBeTcTBeHHO). VMIMEHHO Ha 3Ty HECTaHIAPTHYIO
JIOPO’KKY BHE TTOJISI OOBIYHON BUIUMOCTH BHUPYC 3aITUCHIBACT CBOM KO, TOOABIISIS B
3arpy304HBIN CEKTOP JIUIIH HEOOBIION (hparMeHT - TOJIOBHYIO YacTh BUpYCa.

2. Daiinosvle supycwl - 3apadxcarom ¢haiinivl. OmoenbHo no muny cpeobl
o0umanusn 6 IMoIL Zpynne makice 8vl0eAI0M CJ1e0yIouiue Mmunol.

2.1 Knaccuueckue chaitnoevie eupycol - OHU pa3IUYHBIMU CHOCOOAMU
BHEOPSIOMCSL 8 UCNONHAeMble hatiibl (6HEOPsIOM €80l 8PEOOHOCHDBIL KOO Ul
NOJIHOCMbIO UX Nepe3anucsléarom), co3oarom @Gauivl-080UHUKU, C80U KONUU 8
PA3IUYHBIX  KAMAL02aX JHCeCmKo2co0 OUCKA UMY UCHONb3YIOM  0CODEHHOCMU
opeanuzayuu Gatinosol cucmemi.

IIpumep. Camblii n3BecTHBIN (HaIOBHII BUPYC BCEX BPEMEH U HAPOAOB —
Virus.Win9x.CIH, wusBectHblii Takke kKak «YepHOObLIbY». MMess HeOOJbIION
pasmep - okoJio 1 k0 - Bupyc 3apakaer PE-daitne (Portable Executable) na
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KOMITBIOTEpax IO yIpaBlieHueM onepannoHHbIX cucteM Windows 95/98 takum
o0Opa3oM, 9T0 pa3mep 3apakeHHBIX (ailioB He MeHseTcs. J[JIg JOCTHKEHUS 3TOTO
addekra BuUpyc wHImET B (daimax «mycThie» YYacTKH, BO3HUKAIOIIME W3-32a
BHIDAaBHUBAaHUS Hadaja KaKIOW ceKiuu (aiia moa KpaTHbIE 3HAYeHHUs OaiT.
ITocne monydenus ympaBiieHuss Bupyc mnepexBaThiBaeT |IFS API, otrcnexusas
BBI30BBI (YHKIMH oOpaimieHus K QaiiiaM U 3apakas HCIOIHsIeMble (ailibr. 26
ampensi cpabaThIBaeT ACCTPYKTHUBHAS (DYHKIUS BUpYCa, KOTOpas 3aKI0YacTcs B
ctupanun Flash BIOS u HavaabHBIX CEKTOPOB KECTKHX AMCKOB. Pe3ynbpratom
SIBJISIETCS HECTIOCOOHOCTh KOMIIBIOTEPA 3arpyKaThCsl BOOOIIE (B CIydae yCIEeIIHOM
nonbITku crepets Flash BIOS) mubo moTtepst maHHBIX HAa BCEX KECTKHX JIUCKAX
KOMITBIOTEpA.

2.2 Makposupycel, Komopvle HANUCAHbI HA BHYMPEHHEM A3blKe, MAaK
HA3b18AEMbIX MAKPOCAX Kaxko2o-1ubo npunodxcenus. [logansioniee 00JIBIIMHCTBO
MaKpOBHPYCOB HCIOJIB3YIOT MaKPOChI TEKCTOBOTO penakropa Microsoft Word.

Ipumep. Opnumu wu3 Haubosiee pPa3PYUIUTEIBHBIX MaKPOBUPYCOB
SIBIISIIOTCS TIpeicTaBuTe M cemeiictBa Macro.Word97.Thus. Dtu BupyCHI comeprkar
Tpu mpoueaypsl Document Open, Document Close u Document New, koTopbiMu
MOJAMEHSET CTAaHAAPTHBIE MAKPOCHI, BHIMOJHAOUIMECS TP OTKPBITUU, 3aKPBITUU U
CO3/JaHUU JOKYMEHTA, TEM CaMbIM OOECIIeUMBasi 3apaKEHUE APYTHX TOKYMEHTOB.
13 nekaOpsi cpabaThIBaeT AECTPYKTUBHas (PYHKIMS BHpyca - OH YAQJISIET BCe
daiiner Ha aucke C:, BKIIOYas KaTaJory U MOJAKATAJIOTH.

2.3 CKpunm-eupycel, HanucawHvle 8 Gude CKpunmosg Ojisi ONnpeoeneHHOU
KOMAaHOHOU 00010uKu - HaipuMmep, bat-daiinst nus DOS unu VBS u JS - ckpunTsr
s Windows Scripting Host (WSH).

Mpumep. Virus.VBS.Sling nanmucan wa s3eike VBScript (Visual Basic
Script). Ilpu 3anycke oH wmieT daitnbsl ¢ pacmmpenusmu VBS wiu VBE u
3apaxkaeT ux. I[Ipu HactymieHuun 16-TO WIOHS WM UIONS BUPYC MPHU 3amycKe
ynansiet Bce (aitnbl ¢ pacumpenusivu .VBS u .\VBE, Bxitouas camoro ce6s.

JIOTIOTHUTENBHBIM OTJIMYUEM BUPYCOB OT APYTHX BPEIOHOCHBIX MPOTpamMm
CIIYKUT WX KECTKasi MPUBS3aHHOCTh K OMEPAIMOHHON CHUCTEME MM MPOTrPaMMHOM
000104Ke, 151 KOTOPOI Ka)KAblii KOHKPETHBIA BUPYC ObLIT HANIMCaH. DTO O3HAYAET,
yro BHpyc s Microsoft Windows we Oymer paGortarh u 3apakath (aiijabl Ha
KOMIIbIOTEPE C APYTOil YCTaHOBICHHOW ONEPAIMOHHON crcTeMoit, HapuMep Unix.
Touno Ttaxxke MakpoBupyc st Microsoft Word 2003 ckopee Bcero He Oymer
pabotaTh B npunoxennu Microsoft Excel 97.

Ilpu noozomoeke ceoux GUPYCHBIX KONUIL 0714 MACKUPOGKU OmM
AHMUBUPYCOB MO2YH RPUMEHAMbCA MAKUe MEeXHON02UU KAK:

- Hlugpposanue — supyc cocmoum u3 08yX (OYHKYUOHATIbHBIX KYCKOB:
coocmeenno eupyc u wugpamop. Kaxnas xomus BUpyca COCTOUT U3
mudpaTopa,  CIy4yalHOTO  KIoYa W COOCTBEHHO  BHUpYcCa,

3amu(pPOBaHHOTO ATUM KITFOYOM.
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- Memamopghuzm — cozoanue pasiuyHvlx KONUU 6UpYCca nymem 3aMeHbl
O10K08 KOMAHO HA IKBUBAIEHMHbIE, NEPEeCMAHO8KU MeCmAaMu KYCKO8
K0Oa, BCTAaBKU MEXK]y 3HAYAIMMH KYCKaMH KOJla «MYCOPHBIX» KOMAaH]I,
KOTOpBIE MPAKTUYECKU HUYETO HE JIeTIalO0T.

Couemanue 3mux 06yx mexHo102uil NPUCOOUM K HOAGIEHUIO C/1e0YIOU{UX
MuUnoe 6upyco8é KiacCuuuupyemvix HnO mMexXHOA02UU 3aujumesl Om
00Hapyscenus:

1. HTudghposannsiit 6upyc — supyc, ucnoarb3yrowull npocmoe wugposanue

CO CNYYAUHBIM KIIOYOM U HeusMeHHbll wugdpamop. Takue BUPYCHI JETKO
OoOHapyKUBAIOTCS IO CUTHATYype MHdpaTopa.

2. Memamopguowtit eupyc — supyc, npumeHAIOWUNL Memamoppuim Ko
gcemy ceoemy meny O CO30aHUsi HOBbIX KONU.
3. Ilonumopghuviit eupyc — supyc, UCNONLIVIOWUL MemMaAMOPDHDOIL

wugpamop onsa wupposanusi 0CHOBHO20 meaa 8Upyca cO CIY4atHbIM
kaouom. Ilpu 3TOM yacTe MH(pOpPMAIUKU, UCHIOIB3YEMOM I MOIYYEHUS
HOBBIX KOMUU mmHdparopa TakkKe MOXKET ObITh 3almmu@poBaHa.
Hanpumep, BHpyC MOMXKET pealu30BbIBaTh HECKOJBKO aJrOPUTMOB
mU(ppPOBAHUS U TIPU CO3AHUHM HOBOW KOIMH MEHSITh HE TOJBKO KOMaH/IbI
mudparTopa, HO U CaM aJITOPUTM.

Ipumep. OnHuM u3 Haubosnee CIOXKHBIX M OTHOCUTENIBHO IO3HUX
noJuMOpQHBIX BHpycoB sBisgercs Virus.Win32.Etap. Ilpu 3apaxkenun aiina
BHUPYC MEpPECTpauBaET U MUPPYyeT COOCTBEHHBIA KOJI, 3alIMCBHIBAET €r0 B OJHY W3
CEeKLIMI 3apakaemMoro (Qaiina, mocjiae 4ero MIIET B KoAe (¢aiina BbI30B (DYHKIHH
ExitProcess u 3aMeHseT ero Ha BBI30B BHPYCHOrO Kojaa. Takum oOpa3oMm, BHPYC
MOJIy4aeT YIpaBj€HUE HE TMepe]l BBIINOJHEHWEM HCXOJHOTIO KOJa 3apa)KEHHOTrO
(aiina, a mocie Hero.

OcHOBHBIE LIENHU JIIOOOT0 KOMIBIOTEPHOTO BUpPYCA - 3TO PacHpOCTpPaHEHHUE
Ha JpYyryue pecypchl KOMIMBIOTEpA U BBINOJHEHUE CHEIUATbHBIX IEUCTBUU TPHU
OTIPENIETICHHBIX COOBITHSX WM JNEUCTBUSAX MOJb30BaTels (Hampumep, 26 ducia
KKJIOTO YETHOTO Mecslla WM MpU Tepe3arpyske KommbioTepa). CrenuanbHble
JNEUCTBUSI HEPEAKO OKA3bIBAOTCSI BPEIOHOCHBIMHU.

13.5.2 Yepsu

B oTimume ot BUPYCOB UEPBH - 3TO BIIOJHE CAMOCTOSITEIbHBIE MPOrPAMMEI.
['maBHOW MX OCOOEHHOCTBHIO TAKXKE SIBIIACTCS CIIOCOOHOCTh K CaMOPa3MHOXKECHHIO,
OJIHAKO TIPU 3TOM OHHM CIIOCOOHBI K CaMOCTOSITEIBHOMY PACIPOCTPAHCHHUIO C
WCIIOJIb30BAaHUEM CETEBBIX KaHaloB. JIJisi MoIuepKUBaHUS 3TOTO CBOMCTBA MHOT/A
UCIIOJIb3YIOT TEPMHUH «CETEBOU YEPBHY.

Yepev  (cemegoii  uepeb) - 2mMO  BPEOOHOCHASL — NPOCPAMMA,
PACHPOCMPAHAIOUAACS NO CeMebIM KAHAAM U CNOCOOHAS K CAMOCTOSMENbHOMY
npeoooIeHUI0 CUCeEM 3auumvl KOMIbIOMEPHBLIX cemell, d MAaKdce K CO30aHUI0 U
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oanvHeluemy pacnpoCcmpaHesuto coux Konui, He 0053amenbHo CO8NA0arOUuUx ¢
OPUSUHATIOM.

Ipumep. Kiaccuueckumu ceTeBBIMH YEPBSIMU SIBIIIOTCS MPEICTABUTENN
cemerictea Net-Worm.Win32.Sasser. OTu 4epBH HCHOJB3YIOT YSI3BUMOCTH B
ciry:k6e LSASS Microsoft Windows. TIpu pa3smuoxeHun, uepBb 3amyckaer FTP-
cyx0y Ha TCP-mopry 5554, mocme yero BwiOmpaeTr IP-ampec mist araku u
OTCBUIAET 3ampoc Ha mopt 445 1mo sToMy aapecy, IpoBepsis, 3alylleHa JIu cayxKoa
LSASS. Ecnu atakyeMblil KOMIIBIOTEp OTBEYAET Ha 3ampoc, YepBb MOCHUIAET Ha
ATOT € MOPT IKCIUIOUT YA3BUMOCTH B ciry)x0e LSASS, B pesynbrare ycrnemHoro
BBITIOJITHEHHSI KOTOPOTO Ha YJAJICHHOM KOMITBIOTEPE 3aIyCKaeTCsi KOMaHTHAs
obonouka Ha TCP-mopty 9996. Uepes 3Ty 000J104KY Y€pBb y/IaJE€HHO BBITOIHIET
3arpy3Ky KONHUU 4epBs 1o mpotokoidy FTP ¢ 3amymieHHoro panee cepsepa u
yIaJIEHHO K€ 3aIycKaeT cebsi, 3aBepIiasi MpoIecc MPOHUKHOBEHUS U aKTUBAIIUH.

Ku3nennulit yukn uepeeit cocmoum u3 maxKux cmaouii:

- Ilponuknogenue 6 cucmemy.

- Axmusayus.

- Tlouck 06vexkmog 015 3apasxceHusl.

- Ilooeomoska konuii.

- Pacnpocmpanenue xonuii.

B 3aeucumocmu om cnoco6a npoHUKHOBEHUA 8 CUCIEMY YePBU OeIAMCA
Ha munul:

- cemeeble Uepeu UCNoIb3YIOm OJisl PACHPOCMPAHEHUs. TOKAbHblE Cemu U
Hnmepuem,

- noumoevle Uepeu - pPACNPOCMPAHIIOMCS C HOMOUWDBIO NOYMOBLIX
npocpamm;

- IM-uepeu ucnonvzyrom cucmemol MeHOBEHHO20 0OMeEHA COOOUCHUAMU,

- IRC-uepeu pacnpocmpansromcs no kananam IRC;

- P2P-uepeu - npu nomowu nupuneoswix aiinooomenuwvix cemeil.

ITocne IIPOHUKHOBCHHA HA KOMIIBIOTCP, YCPBb NOJDKCH AKTHUBUPOBATLCA -
HWHBIMU CJIOBAMHU 3aITyCTHUTBHCA.

Ilo memody akmuesayuu 6éce uepeu MoOIHCHO pazoeiumsv Ha 0ee DobuIUe

zpynnol.

1. Tpeoyrowue axmuenozo ywacmusa noav3osamensn. OmauuumenvHas
0CODEHHOCMb MAKUX 5614emcs UCHONb308aHUEe OOMAHHBIX Memooos.
Omo npossnsemcs, Hanpumep, Ko20a NOaydYamenv UHDUYUPOBAHHO2O
Gaiina 66ooumcs 8 3a06ayHCOeHUe MeKCMOM NUcbMa U 000POBONLHO
OMKpbIBAEM B]I0JCEHUe C NOYMOBbIM YepeeM, meM CaMbIM €20
AKMUBUpYsl.

2. He mpedyowjue axkmugno2o yuwacmusa noav3oeamens. Axmusayusi
cemesoz0 uepes 0Oe3 yuacmusi Noib308amesisi 8ce20a 03Hayaem, 4mo
Yyepeb UCNOIb3Yem Opeui 6 6e30NACHOCMU NPOSPAMMHO20 0becneyeHuu
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KoMnblomepa. ITO MPUBOIAUT K OYEHb OBICTPOMY PACHpOCTPAHEHUIO YEPBs
BHYTPHU KOPHOPATUBHOM CETH C OOJBIIMM YHUCJIOM CTaHIUH, CYIIECTBEHHO
YBEJIMUUBAET 3arpy3Ky KaHaJOB CBA3U U MOKET MOJHOCTHIO Mapain3oBaTh
cetb. IMEHHO 3TOT METOJ aKTHBAIlMU HCIONb30Badu 4epBu Lovesan u
Sasser. B mocnennee BpeMsi HaMETHIIaCh TCHIICHIIUA K COBMEIIEHUIO ATUX
JBYX
TEXHOJIOTUH - TAKME YePBU HAM0OJIee OMACHBI U YACTO BBI3BIBAIOT TNI00ATBHBIE
AIUJIEMHUH.
CereBble 4epBM MOTYT KOOIEPUPOBATHCS C BUPYCaMH - Takas Iapa
CIIOCOOHA CaMOCTOSITEILHO PACTIPOCTPAHSTHLCS IO ceTH (Oyarogapst 4epBIO) U B TO
e BpeMsi 3apaxaTh pecypchl KOMIbioTepa ((pyHKIIMN BUpyca).

13.5.3 TposincKHe MPpOrpaMMbI

TposiHBI UM TIpOrpaMMBbI KJlacca TPOSTHCKUNM KOHb, B OTJIUYHE OT BUPYCOB U
YyepBeil, He 00513aHbl YMETh Pa3MHOKAThCS.

Tpoan (mpoancKkuil KOHB) - Npocpammd, OCHOBHOU UYelbl0 KOMOPOU
ABNSAEMCS. 6DEOOHOCHOE 8030€UCBUEe NO OMHOWEHUIO K KOMIBLIOMEPHOU cucmeme
nymem BbINOJHEHUS] HeCAHKYUOHUPOBAHHBIX NOJIb308aAMenemM O0eucmeuil: Kpaicu,
nopuu unu yOaneHusl KOH@UOEHYUAIbHBIX OQHHBIX, Hapyuenus
pabomocnocoonocmu  KomMnvlomepa UlU  UCHONIb308AHUS €20 pecypcos 8
HebO1a208UOHBIX YeIsX.

HekoTtopsie TposHBI CITOCOOHBI K CAMOCTOSITEIIBHOMY MPEOI0JICHUIO CUCTEM
3aIATHl KOMIBIOTEPHOW CHCTEMBI, C IENbI0 MPOHUKHOBEHUS B Hee. OqHAKO B
OOJBIITMHCTBE CIIY9aeB OHU MPOHUKAIOT Ha KOMIBIOTEPHI BMECTE C BUPYCOM JIMOO
YepBEM - TO €CTh TaKHUE€ TPOSHBI MOXKHO paccMaTpuUBaTh KaK OTMOJHUTEIHHYIO
BPEJIOHOCHYIO HAarpy3Ky, HO HE KakK CaMOCTOSATEIbHYI0 mporpammy. Hepemko
MOJIH30BATENIM CAMH 3arpy>KaroT TPOSHCKUE IporpaMmbl U3 MHTEpHET.

Ku3nennulii yuKI MpoaAHOE cocmoum 6ce2o u3 mpex cmaouii:

- Ilponuknosenue 6 cucmemy.

- Axmueayusi.

- Buinonnenue spedonocHuix deticmsuil.

Kak ye roBopwIIOCh BBIIIE, IPOHUKATH B CHUCTEMY TPOSHBI MOTYT JBYMSI
MyTSIMU - CAMOCTOSITEIBHO M B KOOIIEpaIlid ¢ BUPYCOM WJIM CETEBBIM uepBeM. B
MIEPBOM CITy4ae OOBIYHO HMCIIONB3YeTCss MAaCKUPOBKA, KOT/Ia TPOSH BBIJAET ce0s 3a
MOJIE3HOE TPHUIIOKEHHE, KOTOPOE MOJIb30BaTEIh CAMOCTOATEIHHO KOMHUPYET cebe
Ha TUCK (Hampumep, 3arpykaet u3 MHTepHeT) 1 3amyckaet. [Ipu sTom mporpamma
JIEHCTBUTEILHO MOXET OBITh TIOJIE3HA, OJHAKO HAPSTy C OCHOBHBIMU (DYHKIIUSIMHU
OHA MOYKET BBITIOJHSATH JCHCTBUS, CBOMCTBEHHBIC TPOSHY.

IMpumep. Trojan.SymbOS.Hobble.a sBnsercs apxuBom st oneparmoHHON
cucrembl Symbian (S1S-apxuBom). IIpu 3TOM OH MacKUpyeTCs IMOJA aHTHUBUPYC
Symantec u Hocutr mms Symantec.sis. Ilocme 3amycka Ha cMapT@oHE TPOSH
MOJIMEHSICT OPUTHHAIBHBIN (haiin o0o0ukn FEXplorer.app Ha moBpexaeHHBIN
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daiin. B pesynapTaTe mpuM chaeayromeld 3arpy3ke ONEPAIMOHHON CHCTEMBI
OONBITMHCTBO (QYHKITUH cMapTPOHA OKA3BIBAIOTCS HEIOCTYITHBIMU.

s npoHuKHOBeHUsT HA KOMNbIOMED, MPOSHY HeoOXo00uMa aKmueayus u
30ecb OH HNOX0J)C Ha uepss - JUO0 mpebyem aKMUBHBIX OeUCmEUll om
nob308amens UMY Jce depe3 YA3BUMOCMU 6 NPOSPAMMHOM obecnedeHuu
CAMOCMOAMENLHO 3apadicaem cucmemy.

IlockonvKy 2naenas yenv HANUCAHUA MPOAHOE - IMO NPOU3IEOOCH B0
HEeCAHKYUOHUPOGAHHBIX OeliCmeuil, OHU Klaccuuuyupyromea no muny
8PE0OHOCHOIL HAZPY3KU.

1. Knasuamypnwie winuonspl, NIOCTOSSHHO HAaXOJSCh B ONEPATUBHOMN MaMSITH,
3aMKCBIBAIOT BCE JAHHbBIE, OCTYNAIOLIME OT KJIABHATYPHI C IEJIbI0 MOCIEAYOIIEH
UX Mepeladyl CBOEMY aBTOPY.

2. [Toxumumenu naponeii TpeIHA3HAYCHBI JJIS KPaXd Mapoyici myTem
MOKMCKAa Ha 3apaKCHHOM KOMIIBIOTEpE CIENHalbHbIX (hailloB, KOTOpBIE HX
cozIepIKar.

IMpumep. Trojan-PSW.Win32.LdPinch.kw cobupaeT cBeieHus 0 cucteme, a
TaKXe JIOTMHBI M MApOJId JUIsl PA3JIMYHBIX CEPBUCOB U MPHKJIAIHBIX MPOTPAMM -
MECCEH/KEPOB, IMOYTOBBIX KJIMEHTOB, MPOrpamMM J103BOHA. YacTo 3TH JaHHbIC
OKa3bIBAIOTCS CJIa00 3allMIICHBI, YTO IMO3BOJSAET TPOSHY HX TOJYYUTh U
OTITPABUTH 3JI0YMBIIIJICHHUKY 10 3JICKTPOHHOH MouTe.

3. Ymunumel CcKpuimozo yoaneHHo20 YHPAGIEHUSA - O5MO MPOSIHbL,
Komopbvle 00ecneuusaiom HeCaHKYUOHUPOBAHHLII VOWICHHbII KOHMPOTb HAO
unpuyuposannvim Komnviomepom. llepedeHb NCHCTBUIA, KOTOpPBIC MO3BOJISACT
BBIIIOJIHATh TOT WMJIM MHOM TPOSH, ONpEAenseTcs ero (yHKIMOHAIBHOCTHIO,
3aJI0)KCHHOM aBTOpOM. OOBIYHO 3TO BO3MOKHOCTH CKPBITO 3arpy’arh, OTCHLIATH,
3alycKaTh WM YHUYTOXKATh (aiyibl. Takue TPOSIHBI MOTYT OBITh HCIIOJb30BaHbBI
KaK I TOJIydeHHUS KOH(HUACHIMATbHOW HH(pOpPMAIMK, TaKk W IS 3alycka
BUPYCOB, YHUUTOXKCHUS TaHHBIX.

Mpumep. Backdoor.Win32.Netbus.170 npemocTaBiseT MOJHBIH KOHTPOJIb
HaJ KOMIBIOTEPOM TI0JIh30BATEIsl, BKJIIOYAs BBIMOJHEHUE JFOOBIX (haiIoBBIX
oIepalluii, 3arpy3Ky M 3amycK APyTruX Mporpamm, MoydeHHe CHUMKOB 3KpaHa H T.

II.

4. JIroxu (backdoor) — mposnbl npedocmasnsiowue 310y MbIULEHHUKY
O2PAHUYEHHBLL KOHMPOIb HAO KOMNbiomepom noavzoeamend. Om  ymuaum
VOANeHHO20 YNpPAGleHUs OMAUYAIOMCs Oojlee NPOCMbIM YCMPOUCMEOM U, KAK
credcmeue, HeOONbWUM KOIUYeCmBOM OOCMYNHbIX Oeticmeuti. Tem He MeHee,
OOBIYHO OJHUMH W3 JCHCTBHI SBJISIOTCS BO3MOXKHOCTH 3arpy3KH W 3aIlycka
MOOBIX  (aiiJloB 1O  KOMaHjAE 3JOYMBINIUICHHWKA, 4YTO IIO3BOJSIET ITIpH
HEO0OXO0IMMOCTH IIPEBPATUTH OTPAHWYCHHBIA KOHTPOJIb B TTOJTHBIH.
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Ipumep. Tposu Backdoor.win32.Wootbot.gen ucnonssyer IRC-kanan aist
MOJTyuYeHHsT KOMaHI OT «XO3suHa». 10 KOMaHae TPOSH MOXKET 3arpyXxarb H
3allyCKaTh Ha BBIMOJHCHHWE JPyrde NPOTrpaMMbl, CKAaHHPOBATh JPYTHE
KOMITBIOTEPBI Ha HAJIWYKE YS3BUMOCTEH M YCTaHABJIMBATh CeOS HA KOMITBIOTEPHI
yepe3 00OHapYKEHHbBIE YSI3BUMOCTH.

5. Anonumnvie SMTP-cepsepa u npoxcu-cepgeepa - pa3zHOBUOHOCHIb
MPOSIHOB,  KOMOpble  HA  3aPAXCEHHOM  KOMNblomepe  Op2aHu308bl8alon
HeCaHKYUOHUPOBAHHYIO ~ OMNPABKY  JJIeKMPOHHOU  NOYMbl,  YMO  YACMO
UCNONBL3YemCsl 071l PACCHLIIKU CRAMA.

Ipumep. Tposuel w3  cemelictBa  Trojan-Proxy.Win32.Mitglieder
PacIpoOCTPaHAIOTCS C pa3InYHBIMKU BepcusMu depBeil Bagle. Tposia 3amyckaercs
YepBEM, OTKPBIBAET HA KOMIIBIOTEPE IMOPT M OTHpPaBIsET aBTOPY BHUpyca
undopmaruio 06 [P-agpece 3apaxkenHoro kommeoTepa. [lociie 3Toro koMmnbrOTEp
MOYET UCIOJIb30BaThCA JIJISl PACCHUIKHU CIIama.

6. Ymunumer o0ozeéona - 6 cxkpvimom om nonvzosamens pedxcume
UHUYUUPYIOM NOOKTIOYEHUe K NIamHblM cepsucam Mumepnem.

7. Moouguxamopvr nacmpoexk opayzepa MEHSIOT CTapTOBYIO CTPaHUILY B
Opay3epe, CTpaHUIly NOWCKa WM €IlI€ KakKue-IM0O0 HACTPOWKH, OTKPHIBAIOT
JIOTIOJIHUTEINIbHBIE OKHA, UMUTUPYIOT HAKATHS HA PEKJIaMHbIe OaHHEPHI U T. .

8. Jlocuueckue  60mMoObI  XAPAKMEPU3YIOMCA ~ CNOCOOHOCMbBIO  NpU
Ccpabamvl8aHUuU 3A10HCEHHbIX 8 HUX YCI0BULL (8 KOHKDEmHblLL OeHb, 8peMs CYMOK,
onpeoelienHoe Oelicmsue Noab308amens Uil KOMAHObl U36HE) BbINOIHAMb KaAKoe-

Jaubo oeticmsue, Hanpumep, yoajieHue hatiios.
Mpumep. Virus.Win9x.CIH, Macro.Word97.Thus

OTaenbHO OTMETUM, 4YTO CYUIECTBYIOT MPOrpaMMbl M3 Kjacca TPOSIHOB,
KOTOpbIE€ HAHOCSAT BpEeJl APYTUM, YIAJIEHHBIM KOMIIBIOTEPAM U CETSIM, IPU ITOM HE
Hapymas  pabOTOCHOCOOHOCTH  MH(MUUMPOBAHHOTO  KOMIbIOTEepa.  Spkue
MIPEACTABUTENHN 3TOM IPYIIIBI - Opranu3atopsl DDoS-atak.

13.5.4 JIpyrue BpeioHOCHbIE IPOTrPAMMBI

Cpeou mmodrcecmea Opy2ux 6peoOOHOCHBIX NPOZPAMM, O KOMOPBHIX
Helb3A npueecmu O00WUIl  Kpumepuil, MOMNCHO @bloenumsp cieoyroujue
Hebobuwue 2pynnbl.

1. Ycnoeno onacuvie npozpammel, mo ecmv maxue, 0 KOMOPbLIX HeNb3s
OOHO3HAYHO CKA3amb, YMO OHU 6PEe0OHOCHbl. Takwe TMPOorpaMMbl OOBIYHO
CTAHOBSITCSL OMACHBIMU TOJIBKO MPHU OMPEACICHHBIX YCIOBUSX WIH JIEUCTBUAX
MOJIb30BATEIS.
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K ycnosno onacnvim npozpammam omuocamces:

- Riskware - snonue necanvhvle npocpammul, kKomopule camu no cebe He
ONACHBL, HO 001a0AIOM PYHKYUOHATIOM, NO3BOJISIIOUWUM 310V MBIULIEHHUK)
UCnonb308amb UxX ¢ epedoHochvimu yersimu. K riskware ortHocsTcs
OOBIYHBIC YTWJIMTHI YJAJICHHOTO VIPABICHHUS, KOTOPHIMH YacTo
MOJIB3YIOTCSL  JIMHUHHUCTPATOPHl  Oonbimmx  cered, kmweHTol |IRC,
nporpaMMbl  JUIs  3arpy3ku  ¢aiinoB w3  MHTEpHET, YTHIHMTHI
BOCCTAHOBJICHHS 3a0BITBIX TAPOJICH U IpYTHE.

- Pexnamusie ymunumor (adware) - yciosno-becniammuvie npozpammol,
KOmopble 8 Kauecmee Niamvl 3a c80€ UCNOIb308AHUE 0EMOHCHMPUPYIOM
NOb308AMeENI0 PEKIaMy, uauje 6ceeo 8 suode 2paguueckux OAHHEPOS.
[Tocne odumManbHONW OTUIATHEI U PETUCTPAIMU OOBIYHO TMOKA3 PEKIaMbl
3aKaHYMBACTCS W MPOTPaMMbl HAYMHAIOT pab0TaTh B OOBIYHOM PEXKHME.
[TpoGnema adware kpoeTcss B MEXaHHU3MaX, KOTOPBIC MCIIOJIb3YOTCS IS
3arpy3Ku peKJiaMbl Ha KommbioTep. Kpome Toro, 4to IUisl 3THX IeNel
4aCcTO HCIOJIB3YIOTCS TIPOTPaMMBbl CTOPOHHUX M HE BCET/Ia MPOBEPEHHBIX
MPOU3BOJIUTEIICH, JaXe IIOCIIe PErHCTpalii TaKWe MOJYJId MOTYT
ABTOMATHYCCKU HE YJIAIATHCS W MPOJIOJDKATh CBOIO PabOTy B CKPHITOM
peKHME.

- Pornware - x smomy knaccy omuocamcsa ymuiumsel, max uiu uUHaye
CBsA3aHHbIe c NOKA30M NONbL3068AMENIM ungopmayuu
nopHoepaghuueckoco  xapakmepa. Ha  ceromHAIHUN €Hb  3TO
NporpaMMbl,  KOTOpPBIE  CaMOCTOSITEIBHO  JIO3BAHHMBAIOTCS [0
nopHorpaduuecknx TeiaedOHHBIX CIyxk0, 3arpyxkaioT u3 VHTepHeTr
nopHorpaduueckne MaTepualibl WIH YTWJIHTHI, TPEJIararonife yCiIyTrH
10 ITOMCKY M MOKa3y Takoi mHpopMmarmu. OTMETHM, YTO K BPESIOHOCHBIM
porpaMMaM OTHOCSITCSI TOJIBKO T€ YTHJIMTHI Kjlacca Pornware, KoTopbie
yCTaHABJIMBAIOTCS Ha KOMIIBIOTEP ITOJIb30BATENsI HECAHKIIMOHUPOBAHHO -
gyepe3 YA3BUMOCTh B ONEPAIMOHHON CHUCTEMBI MJIM Opay3epa WIH NpH
NOMOIIU TPOSTHOB. OOBIYHO 3TO JENACTCS C LENbI HACHILCTBEHHOTO
MOKa3a PeKJIaMbl TUIATHBIX TOPHOIpapHUECKUX CAUTOB HIIH CITYXKO.

2. Xakepckue ymunumwvt - K osmomy e6udy npocpamm omHocamcs
NPOSPAMMBL CKPBIMUSL KOOA 3APANCEHHbIX (Datiios om aHMuUeUpyCHoOU NpPOBepKU
(wugposanvwuxy  ¢atinos), asmomamuzayuu Co30aHUsT Cemesvlx uepsell,
KOMNBIOMEPHLIX BUPYCO8 U MPOSHCKUX NPOSPAMM (KOHCMPYKMOPbL 8UPYCOB),
Habopbl NPOcSPAMM, KOMOpble UCNOb3YIOT XaKePhl JUISI CKPBITHOTO B3STHS TOJ
KOHTPOJIb B3ioMaHHOU cucTeMbl (ROOtKIt) u mpyrue momoOHbIe yTHauTHL. TO eCTh
TaKAe CHEIU(PUICCKHE IPOrpaMMbI, KOTOpPbIE OOBIYHO HCHOJB3YIOT TOJIBKO
XaKephI.

3. 3nvle wymku - npoecpammsl, KOMopble HAMEPEHHO B80OSIM NOIb308AMENS
8 3a07ydcoeHue nymem NOKA3a y8eOOMIeHUll o, Hanpumep, opmamuposaHuu
OUCKA UTU OOHAPYIHCEHUU BUPYCOB, XOMS HA CAMOM Oelle HUYe20 He NPOUCXOOUM.
TekcT Takux COOOIICHUH TIEIMKOM U TIOJTHOCTBIO OTpa)xaeT (paHTa3uro aBTopa.
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13.6 lMpumepsbl y2po3 6e3onacHocmu uHghopmMayuu peanusyemMbix
8pedOHOCMHbIMU Npo2paMMamMu

PaccmoTpumM yrpo3sl 6e30macHOCTH HHGOPMAIIUU ¢ TOYKU 3PEHUS BUPYCOB.
VYuuteiBass TOT (akT, 4TO OOIIEe YHUCIO BUPYCOB IO COCTOSHUIO HA CErOJHS
npeBocxoautr 100000, mpoaHanu3upoBaTh Yrpo3bl CO CTOPOHBI KAXKIOTO M3 HUX
ABJIIETCSL CIIMILKOM TPYJOEMKON M Oecroie3HOH 3aaadeid, IOCKOJIbKY €KEJHEBHO
BO3pacTaeT KOJIMYECTBO BUPYCOB, a 3HAYUT, HEOOXOAUMO €XKEIHEBHO
MOJIM(UIMPOBATH MOITYYEHHBIN CIUCOK. B 3T0il paboTte mMbl OyneM cuuTaTh, 4TO
BUPYC CIIOCOOEH pean30BaTh JII0OYI0 U3 yrpo3 0€300acHOCTH MH(POPMALIH.

Cy1liecTByeT MHOKECTBO CHOCOOOB KiacCH(UKaMK Yrpo3 0e30MacHOCTH
uHpopMaluu, KoTopas oOpabaTeiBaeTcs B aBTOMAaTU3MPOBAHHOW CHCTEME.
Haunboiee yacto ucnonb3yeTcs KiiacCUPUKalus yrpo3 Mo pe3yibTaTy UX BIHSHUS
Ha uH(OpPMAIMIO, @ UMEHHO - HapyLIEeHUE KOH(UIEHINAIBbHOCTH, LIETOCTHOCTU U
JOCTYITHOCTH.

JUtst KaxKJI0M yrpo3bl CYIIECTBYET HECKOJBKO CIIOCOOOB €€ peau3aluu co
CTOpPOHBI BUPYCOB.

¥Yrpo3a HapylieHUs] KOH(PUIEHIHAIBHOCTH.

- Kpaxa undopmanmu u ee pacmpocTpaHEHHUE C TOMOIIBIO INTATHBIX
CPEACTB CBsI3M JMOO  CKPBITBIX  KaHaJIoB  mepemaud: Email-
Worm.Win32.Sircam - paccbulajl BMeCTE€ C BHPYCHBIMH KOIHSIMHU
POU3BOJIbHBIE TJOKYMEHTHI, HAlJICHHbIEC HA 3apaKEHHOM KOMITBIOTEPE.

- Kpaxa naposneit gocryna, kiatodeil mu@ppoBaHus U Mp.: JOObIE TPOSIHBI,
Kpaaymue mapoiu, Trojan-PSW.Win32.LdPinch.gen.

- YnaneHnHoe yIpaBJIcHUE: Backdoor.Win32.NetBus, Email-
Worm.Win32.Bagle (backdoor-¢ynkimonansHoCTh).

¥Yrpo3a HapyuIeHHs e T0CTHOCTH.

- Moaudukanus 6e3 yHUUTOKEHHS (M3MEHEHHe WH(OpMaIM): 00
Mapa3suTUPYIOIIUI BUPYC.

-  Moaudukanuys mocpercTBOM yHUUTOXKEHHs 0o mudpanuu (ynaieHue
HEKOTOpBhIX TUIOB AokymMeHTOB): Virus.DOS.OneHalf - mmdposanue
cogepxkumoro aucka, Virus.Win32.Gpcode.f - mmudpyer daitmsr c
OTIPENICTICHHBIMA ~ PACIIUPEHUSMU, TIOCIE YEro CaMOYHUUYTOXKAETCH,
OCTaBJISISL PSIIOM € 3alM(POBAHHBIMU (PaillaMu KOOPJAUHATHI JIJISl CBSI3U
o Bompocam paciuppoBku (ansios.

- Moaudukanuss IMyTeM HU3KOYPOBHEBOTO YHUYTOKEHHS HOCHTEIIS
(bopmaTupoBaHUE HOCUTENISA, YHUYTOXXCHUE TaOJMI] pacrpeieseHus
daitmon): Virus.MSWord.Melissa.w - 25 nexabps hopmatupyert auck C:
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¥Yrpo3a HapyuieHHs1 JOCTYITHOCTH.

- 3arpy3ka KaHaJOB Mepeaadyd MaHHBIX OOJIBIIMM YHUCIOM makeToB: Net-
Worm.Win32.Slammer - HempepbIBHas pacchlika HH(PHIIMPOBAHHBIX
NaKeTOB B OECKOHEYHOM ITHKJIC.

- JIrobast meITenbHOCTh, PE3yIbTaTOM KOTOPOU SIBISIETCS HEBO3MOXKHOCTD
J0CTyTa K HHPOPMAIIUY; pa3IuIHbIC 3BYKOBBIC W BU3yalbHBIC YPPEKTHI:
Email-Worm.Win32.Bagle.p - OnokupoBaHue JgoCTyla K caiTam
AHTUBUPYCHBIX KOMITAHHH.

- BpiBog KkommbIOTEpa W3 CTPOSI MYTEM VHHUYTOXKCHHS JIMOO TIOPYU
KpUTHYeCKMX  coctaBsionux  (yaumuroxkenwe  Flash  BIOS):
Virus.Win9x.CIH - mopua Flash BIOS.

Kak HecnoxHo ObUI0 yOemuThCs, AN KaXIAOTO W3 MPUBEICHHBIX BBIIIE

CIIOCO00B peann3aliil yrpo3 MOXKHO TPUBECTH KOHKPETHBIN MpUMeEp BUpYCa,
PEAM3YIOIIETO OJIUH WM OJHOBPEMEHHO HECKOJIBKO CITIOCOOOB.

13.7 Ucmopusi KOMNbrOMepPHbIX 8UPyCcO8

TeopeTnueckue OCHOBBI CO3J@aHUSI KOMIBIOTEPHBIX BHUPYCOB  OBLIM
3anokeHbl B 40-x romax XX CTOJIeTUSI aMEPUKAHCKUM ydeHbIM JIkoHOM (oH
Heitmanom (John von Neumann), kKoTopblii Takke W3BECTCH Kak aBTOP 0a30BBIX
IPUHLKIIOB padOThl COBPEMEHHOIO KOMIIbIOTEpA. BriepBbie e TepMUH BUpPYC B
OTHOIIICHUH KOMITBIOTEPHBIX mporpamm npumenun ®pen Kosn (Fred Cohen). Oto
ciydmioch 3 HOsiOpst 1983 royma Ha €XEeHENEIbHOM CEMUHApE MO KOMIBIOTEPHOU
oezonacHoctn B YHuBepcutere IOxuoit Kamudopuum (CIIA), raoe Obin
MOpeIJIoKEH TPOEKT TO CO3JAaHHI0 CaMOPACTIIPOCTPAHSIONICHCS MPOTpaMMBbl,
KOTOPYIO TYT K€ OKpecTwin Bupycom. J[ns ee oTnanku morpeboBaioch 8 4acos
KOMIIbIOTEpHOTO BpeMeHrn Ha Mammae VAX 11/750 monm ympasieHueM
orepanuoHHoM cucteMbl UNiX U poBHO uepe3 Henmenmo, 10 HOsSOps cocTosuiach
nepBas nemoHctpauus. Openom KosHOM mo pes3ynbTaTtaM 3THX HMCCIIEIOBaHUN
Obuta omyOnukoBaHa pabora «Computer Viruses: theory and experimentsy ¢
10IpOOHBIM OTHCAHUEM TPOOIIEMBI.

[TockonbKy paccMaTpuBaeMble BHUPYCHI - 3TO MO CYTH KOMIIBIOTEPHBIE
MpOrpamMMbl, TO 00 MX UCTOPUU MOKHO TOBOPUTH TOJHKO HAUMHAS C TIOSIBICHUS
KOMITBIOTEPOB, TO €cThb ¢ 1946 roma, korma B CIIIA Opina BeImylieHA TepBas
3JIEKTPOHHO-BhIuncuTenbHas MarmHa (3BM) - ENIAC (Electronic Numerical
Integrator And Computer). Onnako g0 mosiBiaeHus B 1960 rogy KOMMEPUYECKHX
KOMIIBIOTEPOB, AOCTYN K DOBM ObUI CHIIBHO OTpaHWYEH W BUPYCHBIX MHIIMICHTOB
3aUKCUPOBAHO HE OBLIO.

[TepBbIit U3BeCTHBIN BUpyC OBbLI HammcaH Juiss koMmmbiorepa Univac 1108
(xonerr 1960-x - nHauvano 1970-x romoB). On HaswBaics Pervading Animal u
(akTHUEeCKH TPENCTaBIsI cOOOM Urpy, HAMCAHHYIO C OUMIMOKON - C MOMOILBIO
HABOJSIIMX BOIMPOCOB IMPOTpaMMa TMbITANaCh OMPEACIUTh HUMS KUBOTHOTO,
3amymMaHHOTO urparomuM. Ommbka 3aKiIodanach B TOM, YTO MPHU JTOOaBICHUHU
HOBBIX BOIIPOCOB MOJIM(UIIMPOBAHHAS UTPa 3alMChIBAIACh TOBEPX CTapOl BEPCUU
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IUTIOC KOMHpOBalach B Apyrue AupeKTopuu. CremaoBaTeslbHO 4epe3 HEKOTOpOe
BpeMsl TUCK CTaHOBWJICS mepenonHeHHbIM. [Tockonbky Pervading Animal ae Obut
HACTOSIIIIUM BHUPYCOM, OH HE COJIepXkall MPOILEeAypbl CaMOPACIPOCTPAHEHUS U
nepenaBalics UCKIIOUUTEIBLHO Yepe3 MOJIb30BaTeNeH, JKeaaloumxX Mo cOOCTBEHHOM
BOJIE MEPEMNUCATh IPOrpamMmy.

B 1969 rony B CIIA Oblna co3naHa mnepBasi TJI00alibHass KOMITBIOTEpHAs
ceTh, npapoautenb coBpemenHoi Mutepuer, ARPANET (Advanced Research
Projects Agency Network). OHa o0beMHsIa YeThIpe BEAYIIUE HAyYHBIC LIEHTPA
CIHA wu cnyxwna puas OwsicTporo oOMeHa HayyHoM wuH(opmanueii. He
YAMBUTENBHO, 4yTO yke B Hauase 1970-x B ARPANET mnosiBuiics nepBbiii BUpYC,
YMEIOMIMA pacnpocTpaHsaThes mo cetu. OH HazpiBasics Creeper u ObL1 CrocoOeH
CaMOCTOSATENIbHO BBINTH B CETh YE€pE3 MOJEM U COXPaHUTh CBOKO KOIHUIO Ha
yaaleHHOM MaminrHe. Ha 3apa’keHHBIX KOMIIBIOTEpax BHUPYC OOHapyx uBaj ceOs
coobmennem «I'M THE CREEPER: CATCH ME IF YOU CANy. [lnsa ynanenus
HA30MIMBOTO, HO B 1LI€JIOM O0€300MAHOrO BHpyCa HEM3BECTHBIM ObUIa CO3/laHa
nporpamma Reaper. ITo cyTu 3To ObL1 BUPYC, BBIITOJIHSABIINN HEKOTOPbIE (QYHKIIUH,
CBOMCTBEHHBIE AHTUBHUPYCY: OH PAaCIpPOCTPAHSJICSA 10 KOMIBIOTEPHON CETH U B
cilydae oOHapy»XeHUs Ha MalnHe Bupyca Creeper, yHuuToxai ero.

B »3TO BpemMs KOMIBIOTEPHl HUCHOJIB30BAINCH HWCKIIOYHTEIBHO B
IPOMBIIIJIEHHBIX LEISAX - OHU ObUIM OYEHBb JIOPOTH U CIIOKHBI B JKCILTyaTalluH,
BpeMs paOOThl HA HUX OBUIO PACHUCAaHO MO MHHYTaM. BBIMYyCK MepcOHAIbHBIX
KOMITBIOTEPOB, TO €CTh TaKWX, KOTOPbIE MOIJIM OBITh MPUOOPETEHBI OTIEIbHBIMU
JIOJIbMU M UCTOJIb30BaHbl B JIMYHBIX IIEJ5X, ObUT HallakeH B KoHile 70-X - Hayaje
80-X roJIoB IpOILIOro Beka. DTO ObLIM MepCOHabHBIC KoMITbIoTepsl Apple u IBM
Personal Computer. OpHako ¢  pa3BUTHEM  KOMITBIOTCPHOW  TEXHHKH
MIPOTPECCUPOBAIIM U KOMIIbIOTEpHBIE BUPYChl. B 1981 roay Obuin 3apukcupoBaHbI
cinyuan 3apaxenus EIK Cloner, xoTopelii pacmpocTpaHsiics depe3 MHpaTCKHe
KOIIUU KOMITBIOTEPHBIX UTp. I10CKOJIBKY KECTKUX JUCKOB TOTJA €lle He ObUIO, OH
3alliChIBAJICA B 3arpy304Hble  CEKTOpa  JUCKET M  HOposBIsAI  ceds
NepeBOpavYrMBaHUEM U300paKeHUsI Ha HKpaHe.

B 1984 romy BbIIUIM B CBET IMEpPBbIE AHTHUBUPYCHBIE MPOTPAMMBI -
CHK4BOMB u BOMBSQAD. Mx aBropom 0b11 DHau Xonkure (Andy Hopkins).
[IporpamMbl aHaIM3UPOBAIM 3arpy304HbIe MOIYJU M MO3BOJSUIM MEpPEXBaThIBAThH
3anuch u dopmaTupoBaHue, BeinojHgembie yepe3 BIOS. Ha Tto BpeMs onu Oblin
oueHb 3(PPEKTUBHBI U OBICTPO 3aBOCBAIIH MOMYJIPHOCTb.

[TepByro HacTosIIy0 TJIOOATBHYIO SMHUAEMHUIO BhI3BAI B 1986 romy Bupyc
Brain. On ObuT HamucaH AByMs OpaThsiMH-IporpamMmmucTamMu bacutom dapyk u
Amxanom Aneu (Basit Farooq Alvi u Amjad Alvi) u3 Ilakucrana c 1enbto
OTpeNieIeHHs] YPOBHS KOMITBIOTEPHOIO MUPATCTBA y ceOsl B CTpaHe: BUPYC 3apaxall
3arpy304HbI€ CEKTOpa, MEHSJI METKY JIMcKa Ha «(c) Brain» u octaBisii coobiieHue
C UMeHamHu, ajapecoM U TenedoHoM aBropoB. OrnmumrenbHas depra Brain -
YMEHUE MOJCTAaBIATh HE3apaKEHHBI OPUTMHAJ BMECTO PEANbHBIX JAHHBIX IMPU
MOMBITKE MPOCMOTPA MOJB30BaTENeM HHOPUIIMPOBAHHOTO 3arpy304HOr0 CEKTOpa
(Tak Ha3pIBaEMasi CTEJIC-TEXHOJIOTUS). B TeueHne HECKONBKUX MECSLIEB IPpOrpaMMa
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BbIIUIa 3a mnpenensl Ilakucrana u k sery 1987 roma snuaemust Jocturia
ro0anpHBIX MacTaboB. Huuero necTpykTHBHOTO BUPYC HE Jeall.

B »sTomM e roiy mNpoW30NUIO €IIe OJHO 3HAMEHATEIIbHOE COOBITHE.
Hemenxunii nporpammuct Pansd Broprep (Ralf Burger) oTkpbul BO3MOMXKHOCTBH
CO3JJaHUsl TMPOrpaMMOM CBOMX KONHUH IyTeM J00aBJIEHUS CBOEr0 Kola K
BeinosiHgeMbIM DOS-daiinam dpopmara COM. OnbiTHBIA 00paselr] MporpaMmel,
nojay4uBined HasBanwe Virdem, ObuUT TPOAEMOHCTPHpPOBaH Ha (opyme
KoMmmbioTepHOoro anjgerpaysma - Chaos Computer Club (mexabps 1986 rona,
I'amOypr, ®PI'). Ilo pe3ynbraramu uccienoBaHU broprep BBIMYCTHI KHUTY
«Computer Viruses. The Disease of High Technologiesy, mociryxuBmnyto Tomakom
K HAIUCaHWIO THICSY KOMIIBIOTEPHBIX BHPYCOB, YAaCTUYHO WIJIM TOJHOCTBIO
MCIOJIb30BABIIIMX OMMCAHHBIE aBTOPOM HJICH.

B cunenyromem 1987 romy Obul HamucaH TEPBBIM MO-HACTOSIIEMY
BpeloHOCHBIH BUpyc - Lehigh. On Be3Ban snmunemuro B JIexalickoM YHUBEPCUTETE
(CHIA). Lehigh 3apaxan Toipko cuctemusbie ¢aiiiei COMMAND.COM u 0Obut
3amporpaMMHUpPOBaH Ha yaalieHue Bced MHpopMaluy Ha UHPUITUPOBAHHOM JHCKE.
B TeueHne HECKOJIBKMX JHEW ObLIO YHHUTOXKEHO COJAEPKUMOE COTEH IUCKET U3
OMOIMOTEKH YHHMBEpCHUTETAa M JIMYHBIX JUCKET CTylIeHToB. Bcero 3a Bpewms
AOUAEMUN OBbUIO 3apa)K€HO OKOJO YEThIPEX ThICSY KOMIbIOTEpOB. OJHaKo 3a
npezensl yauBepcureta Lehigh ve Beimern.

Mike RoChenle - miceBmoHMM aBTOpa IEpPBOM W3BECTHOW BHPYCHOMH
muctudukanuu. B oktsOpe 1988 roma on paszocnan Ha craniun BBS Gosbmioe
KOJIMYECTBO COOOIIEHUH O BUpPYyCe, KOTOPBIN MepeaaeTcs OT MOJeMa K MOAEMY CO
ckopocthio 2400 Owut/c. B KkadecTBe maHaleud MOpeiarajoch NEperTH Ha
HCTIOJBL30BaHKE MOJIEMOB O ckopocThio 1200 6ut/c. Kak 3T0 HU CMEINTHO, MHOTHE
MOJIb30BATENH JEHCTBUTEIHLHO MOCIEI0BAIA TOMY COBETY.

B nos6pe 1988 roma ciyuwmnach riobanbHast snugemMusi ueps Moppuca.
HeGonpbmiass nporpamma, HamucanHas 23-meTHUM cTyaeHToM KopHenbckoro
yauepcuteta (CIIA) Pobeprom MoppurcoMm, HCIOIB30Bajia OMIMOKA B CUCTEME
Oe3omacHOCTH ormepalmonHoi cuctemMbl Unix mas mmarpopm VAX u  Sun
Microsystems. C 1ie/bl0 HE3aMETHOTO MPOHHMKHOBEHUS B BBIYMCIMTEIbHBIC
cuctembl, cBsa3anHble ¢ ceThio ARPANET, ucnons3oBaics nomdop maponei (u3
CIMCKa, cojiepxainiero 481 BapuaHT). DTO MO3BOJISLIIO MACKUPOBATHCS MO 3a/1a4y
JieTajbHBIX TOJIb30Bareneil cuctembl. OHAKO M3-3a OMIMOOK B KoJe Oe3BpeaHast
MO 3aMBICITy TMPOrpaMMa HEOTPAHWMUYEHHO pacchliaja CBOM KOMWUU TIO JAPYTUM
KOMIIBIOTEpPAM CETH, 3alycKaja WX Ha BBITIOJHEHHE W TaKUM O0pa3oM 3alupana
noJ1 ce0st Bce ceTeBble pecypchl. UepBb Moppuca 3apas3uil 1Mo pa3HbIM OLEHKaM OT
6000 go 9000 xommbiotepoB B CIIIA (Bkirouass MccnemoBaTenbCKuil IIEHTP
NASA) 1 npakTHYeCKH Mapajn30Bal UX pabdOTy Ha CPOK 10 MATH cyTok. OOriue
yOBITKM OBLTM OIICHEHHI B MUHMMYM & MHIJIJTMOHOB YacOB TMOTEPH JOCTyINa U
CBBIILIE MUJJIMOHA YaCOB MPSMBIX MOTEPh Ha BOCCTAHOBJIEHUE PabOTOCIIOCOOHOCTH
cucteM. OO11asi CTOMMOCTD 3TUX 3aTpaT OLICHUBAETCA B 96 MUILJIMOHOB JI0JJIAPOB.
Ymep06 Obut Ob1 Topazmo Oosbiie, €cau Obl YepBh M3HAYAIBHO CO3MABAJICS C
pa3pylmmTenbHbIMU LeasiMu. PooeptT Moppuc Takxke cTain mepBbIM U€JI0BEKOM,
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OCYXJEHHBIM 32 HalCAaHUE U PaCIpPOCTPAHEHUE KOMIBIOTEPHBIX BUPYCOB - 4 Mast
1990 roma cocroscs cyn, KOTOpbIM NpUroBOpui €ro Kk 3 rogam yciioBHO, 400
yacaMm oOlIecTBEHHbIX padoT u mrpady B 10 Teicsu qommapos CHIA.

[IpumeyaTenbHO, YTO B TOM K€ TOAY, KOrJa CIy4YHJIach SMHAEMHS YEpBS
Moppuca, uzBectHbiii nporpammuct ITutep Hopron (Peter Norton) Beicka3zacs
pE3KO TPOTUB CYHIECTBOBaHMS BUpycoB. OH oduuuambHO OOBSBHI HX
HECYIIECTBYIOIMM MHU(OM U CPaBHUJ CO CKa3KaMH O KPOKOAMJIAX, >KUBYIIUX B
kaHamu3auun  Helo-Mopka. DTO TOKa3bIBAaeT CKOJIb HM3Ka ObLIa KyJBTypa
AHTUBHUPYCHOW O€30IaCHOCTH B TO BPEMHI.

Torga e, B 1988, BbIIUIa mepBas MIMPOKO H3BECTHAS AHTHUBUPYCHAs
nporpaMMa aHnIMickuM nporpammuctoM AsanoM Comomonom (Alan Solomon) u
HaseiBasiach Dr. Solomon's Anti-Virus Toolkit. Ona 3aBoeBanma orpomMHYyHO
MOMYJISIPHOCTh M MPOCYIIECTBOBAJIa BILUIOTH 10 1998 roma, korma kommanus Dr.
Solomon Obwta morNOMIEHA  APYTUM  TPOU3BOAMTEIEM  aHTHBUPYCOB -
amepukanckoi Network Associates (NAL).

B nexabpe 1989 roma paspasuinack mniepBas OJMOUAEMHS TPOSHCKOMN
nporpammsl - Aids Information Diskette. Ee aBTop paszocian okoso 20000 aucker
C BUPYCOM I10 TIOYTOBBIM azipecaM B EBporne, Adpuke u ABCTpanuu, NOXUILEHHBIM
u3 0a3 nmaHHbIX OpraHusali BCEMHUPHOIO 3ApaBoOXpaHeHMs U >kypHana PC
Business World. TIlocne 3amycka BpemoHOCHas MporpaMMa aBTOMATHYECKH
BHEJIpSJIach B CHUCTEMY, CO37JaBaja CBOUM COOCTBEHHBIE CKpBIThIE (haliabl U
IUpeKTopud W MoauduuupoBana cucteMHble (Qaitnel. Yepes 90 3arpys3ok
OMEpallMOHHON CcHCTeMBbI Bce (Qailibl HAa JUCKE CTAaHOBUJIMCH HEAOCTYIHBIMH,
KpOME OJTHOTO - C COOOIIEHHEeM, TpeiaraBmumM npuciath $189 Ha ykasaHHBIH
anapec. ABrop TtposiHma, Jxo3ed ITonm (Joseph Popp), mpusHaHHBIA MO3IHEE
HEBMEHSIEMbIM, ObUI 3aJepKaH B MOMEHT OOHAJIMYMBAHUS YEKA U OCYXIEH 3a
BbIMorarenbeTBo. Paktmuecku, Aids Information Diskette - srto mepBbiii u
€MHCTBEHHBI BUPYC, Ui MAacCOBOM PACCBUIKH, HMCIIOJIB30BaBIIMK HACTOSIIYIO
1ouTy.

B Ttom ke romy Obul oOHapyxeH Bupyc Cascade, BbI3bIBarOIIUiIA
XxapakTepHbii BUIe0dddEKT - ochinanue OykB Ha skpane. [[pumeuaTenen Tem, 4To
MNOCITYKWJ TONYKOM 17l  NpogecCHOHaIbHOM mepeopueHTanuu  EBrenus
Kacnepckoro Ha co3anue mporpamMmM-aHTUBHPYCOB, Oyaydd OOHApY>KEHHBIM Ha
ero pabouyeM KOMIIbIOTEpE. YiKe uepe3 Mecsll BTOpOi MHIMISHT (BHpyc Vacsina)
OBLJT 3aKPBIT MPU MTOMOILY NTEPBOM BEPCUU aHTUBHUPYCA -V, KOTOPBIA HECKOJIbKUMHU
rojamu mmosxe Obut nepernmenoBan B AVP - AntiViral Toolkit Pro.

Bckope mocne storo, B koHie 1990, HecMOTpss Ha TPOMKOE 3asiBIICHHE
[Tutepa HopToHa, mpo3ByuaBiiee AByMsi TOAaMu paHee U TJ€ OH aBTOPUTETHO
3a8BJIST O HAJAYMAHHOCTH TpoOJeMbl BHPYCOB, BBIIIA I[EepBasi BEpCHUs
aHTHBHUpYCHOU mporpamMmMbl Norton AntiVirus.

[MepBorit  oOmeaocTynHBIA KOHCTpYKTOp BHpycoB VCL (Virus Creation
Laboratory), mpencraBnsitommii co0oii Tpaduveckyro cpeay A pa3paboTKu
BUPYCOB A onepanuonHoil cuctembl MS DOS, mosiBuinicst B utone 1992 rona.
Haunnast ¢ 3Toro MomeHTa, 11000# 4eI0BEeK MOT JIETKO c(pOPMHUPOBAThH U HAMIMCATh
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BHUPYC. DTOT T'OJl TaKXe TOJIOXKWJI HadaJio 31MoXu BHpycoB st Windows - Obur
CO3J/IaH TIEPBBIA BUPYC, MOpAXKAIONINK ucnoiHsemMble ¢aitier Microsoft Windows
3.1. Oxgnako nockoapky WiN.Vir smugemMun He BbI3Bajl, €ro MOSBICHHE OCTAaIOCh
IPAKTUYECKU HE3aMETHBIM.

OneHalf, ouyenn crmoxHBIF BHpyC, OOHapy)KeHHBbIH B HioHe 1994 ropa,
BbI3BaJI TJI00ANBHYIO SIMHJIEMUIO BO BCEM MHpe, B ToM umcie B Poccun. On
3apaxkan 3arpy3ousble cekropa auckoB u COM/EXE-daiinbl, yBenuuuBas uX
pasmep Ha 3544, 3577 umm 3518 Oaiita, B 3aBUCUMOCTH OT Moaudukanuu. [Ipu
KOKIOM Tepe3arpy3ke 3apakKeHHOTO KOMIbIOTEepa 3amu(pPOBBIBAINCH JBa
MOCIEAHNX He3alM(pPOBAHHBIX paHee MWIUHApPA JKECTKOro JHcKa. JTO
MpOAOJIKAIOCH JO TEX TMOp, II0Ka BeCh BHUHYECTEp HE OKa3bIBAJICA
3amupoBaHHbIM. BeTpoeHHas cTenc-mponeaypa mo3Boisiyia BUPYCY IpU 3arpoce
3amr@poBaHHONM  MH(GOPMAIMK  MPOU3BOJAUTH pPacIIUPpPOBKY Ha JETy -
CJIeIOBATENIbHO, IMOJIb30BATENb JIOJITOE BpEMs MpeObIBaJl B  HEBEJCHUMU.
ENMHCTBEHHBIM BH3yaJIbHBIM TPOSIBIICHHEM BHpYca ObLIo coodiieHue «Dis IS one
half. Press any key to continue...», BbIBOOUBIIEECS B MOMEHT JOCTHIKCHHS
KOJIMYECTBOM 3aIM(POBAHHBIX IMJIMHIPOB JUCKA TOJIOBUHBI OT HX OOIIEro
gucina. OpHako TpU TEPBOM KE€ TMOMBITKE JICUCHUs, TMOCIE BbIJICYHMBAHUS
3arpy304HbIX CEKTOPOB JUCKA, BCA HHGOpMAIMs HAa BUHYECTEPE CTAHOBHIIACH
HEJ0CTYITHOM, 0€3 BO3MOKHOCTH BOCCTaHOBIIeHUs. [lomynsapHOCTH 3TOro BUpyca B
Poccun mocnoco6ctBoBana kommnanus Jloktop Beb, koTopas BeITyCTHIa HOBYIO
BEPCHIO CBOCTO aHTUBUPYCA, aHOHCHPOBAB ero kak cpeactBo ot OneHalf. Oxnako
Ha TPAKTHKE TOCJC JICYCHHUS 3arpy30uYHbIX CEKTOpPOB OT 3TOoro Bupyca, Dr.Web
3a0bIBasl pacmu@poBaTh MHPOPMAIIMIO HA JUCKE U BOCCTAHOBUTH €€ OBLIO YiKe
HEBO3MOKHO.

Crnenyromuii roll 3allOMHWICS WHIMICHTOM B Koproparuu Microsoft. B
deBpane 1995 roma, B mpeaaBepuM BBINTYCKAa HOBOW OIEPAIMOHHOM CHUCTEMBI
Windows 95, Oblia pasociaHa AEMOHCTPAMOHHAS JHCKETa, 3apakeHHas
3arpy304HbIiM BupycoM Form. Komum 3toro nucka moiayuunu 160 6era-tecTepos,
OJIUH U3 KOTOPBIX HE TOJICHWICS MPOBECTH aHTUBHUPYCHYIO MpoBepKy. Bcerien 3a
Microsoft ormuumnmcs xypuaasl PC Magazine (aHrimiickas peaakius) |
Computer Life, koTopsie pa3ociany CBOUM MOAMUCYMKAM JTUCKETHI, 3aPayKCHHBIC
3arpy304HbIMU BUpycaMu Sampo u Parity Boot cOOTBETCTBEHHO.

B aBrycre 1995 mnosBuncs Concept - mnepBwlii BHUpYC, MNOpaKaBIIMMA
nokymentbl Microsoft Word.

B Tom ke 1995 roay, B OecIUIaTHOM NPWIOKEHUHM TOJIYIOANOIHHOTO
W3JIaHUS W3BECTHOTO CIICIHAIMCTa B 00JACTH KOMITBIOTEPHBIX BHPYCOB Mapka
JIromura (Mark Ludwig) «Underground Technology Reviewy, Obur npuseacH
UCXOMHBIM KoJ Bupyca Green Stripe, xoTopslii 3apaxan AOKyMeHTBHI AMIPro,
MOMYJIIPHOTO B TO BPEMsI TEKCTOBOTO PEaKTOpAa.

Jlo ¢deBpans 1997 roma cuMTanoch, 4TO OIEpalMOHHAs cucTeM Linux
HEYs3BHMa Tepe]] BUpycaMu, moka He mosiBuiicst Linux.Bliss. B mapte Toro xe
roga ObUTM 3a(MKCHUPOBAHBI TIEPBBIC CIy4YaW HCTOJIB30BAHHS BO3MOXXHOCTEH
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SIIEKTPOHHOM MOYTHI - ShareFun, mo COBMECTHTENBCTBY MEPBbI MaKpO-BHPYC IS
MS Word 6/7, pactipoctpaHsuics ¢ TOMOIIIBIO TOYTOBOM miporpammbl MS Mail.

[lepBast yrmiauTa ypajaeHHoro anMuuuctpupoBanus - BackOrifice,
Backdoor.BO - Obuia oOnapyxena B aBrycre 1998 roma. EnmHcTBeHHOE ce
OTIMYME OT OOBIYHBIX MPOrpaMM JUISl YJAJICHHOTO VYIpPAaBIEHUS - OTO

HECAaHKIIMOHWPOBAaHHAsl YCTAHOBKA W 3amycK. [leficTBHE YTHIMTBI CBOJUIOCH K
CKPBITOMY CJICKEHHMIO 3a cucreMoi: cchuika Ha BackOrifice orcyrcrBoBana B
CIIUCKE AKTHBHBIX NPWIOKEHHH, HO MPU ITOM 3apaXEHHBIM KOMIbIOTEp ObLI
OTKPBIT JUIsl yAaJeHHOro AocTymna. MakTHYecKH, Ha 3apa)KCHHbIE KOMIIBIOTEPHI
MPEIOCTABISAIICS CBOOOMHBIM BXOJ [UIsI JPYTMX BPEIOHOCHBIX IPOTPAMM.
BrnocnencrBun BO3HMK LIENIBIM KIIACC BUPYCOB - YEPBEH, PA3MHOKEHHE KOTOPBIX
0azupoBainock Ha octaBneHHbIx BackOrifice npipax.

26 mapta 1999 roma Hauanack rimoGanbHas smmnemus Melissa - mepsoro
Bupyca mis MS Word, coueraBmero B cebe Takke W (PYHKIMOHAIHHOCTD
UHTepHET-uepBs. Cpa3dy ke Mociie 3apaKeHUs] CUCTEMbl OH CUUTHIBAJ aJPECHYIO
KHUTY 1ouToBoi nporpammbl MS Outlook u pacceinan mo nepssiM 50 HalIeHHBIM
aapecam cBou Komuu. IlpuueM 53TO nenanoch aOCOMIOTHO HE3aMETHO IS
M0JIb30BATENsl M, YTO CaMO€ CTpAalIHOE, OT €ro MMEHHU. Takue KOMIAaHMU Kak
Microsoft, Intel, Lockheed Martin ObuH BBIHYKIE€HBI BPEMEHHO OTKJIIOUUTH CBOU
KOPIIOPATUBHBIE CIYXKObI 3JIEKTPOHHOU MOYTHI. [10 pa3HbIM OLlEHKaM COBOKYITHBIN
yimepd OT BHpyca BapbUpOBAICS OT HECKOJIBKUX MHJUTMOHOB [0 JIECATKOB
MHJUTHOHOB JoJutapoB CIITA.

Uepesz HekoTOpoe Bpemsi ObUl OOHApYy»XKEH W apecToBaH aBTOp BUpYca
Melissa, IsBua JI. Cmut (David L. Smith). 9 nexabpst o ObLT IPU3HAH BUHOBHBIM
u ocyxzeH Ha 10 jeT TiopemHoro 3akiodeHus u kK mrpady B pazmepe 400 000
nomnapos CIIA.

B nmekabpe 1999 roma Obu1 BHepBble OOHApYyXEH BHPYC-YE€PBb C
3aJI0’)KCHHBIMH B HeM (DYHKIMSIMH yJIaJIeHHOTro caMooOHOBeHus - Babylonia. On
€KEMHUHYTHO TBITAJICA COEIMHUTHCS C CEepBEpOM, HaxojsmeMmcs B SAnoHun u
3arpy3UTh OTTY/A CIIMCOK BUPYCHBIX MOYJIEH.

Lovel etter - ato ckpunrt-Bupyc, 5 Mas 2000 roja moOUBIINIA PEKOP]T BUPYca
Melissa mo ckopoctu pacmpocTpaHeHHS. Bcero B Te€YeHHME HECKOJIBKHX YacoB
OBLIIM NTOpaXKEHbI MIUJLTMOHBI KOMITbIOTEPOB - Loveletter monan B Kuury Pexopios
I'mHHeca. Ycnex rapanTupoBajiyd METOAbl COLMAIBbHONM UHKEHEPUU: DJIEKTPOHHOE
coobmienne umeno temy «l love you» W WHTPUTYIOMIMK TEKCT, MPU3BIBAIOIIAN
OTKPBITh BIIOKEHHBIN (haiiil C BUPYCOM.

Agryct 2000 roma 03HaMEHOBAJICS 3aBOCBAHMEM BUPYCAMHU MOOMIIbHBIX
ycTporicTB - Bupyc Liberty 3apaxkan kapmanneie kommbroTepbl Palm Pilot c
ornepaironHo# cucremoit PalmOS.

Ha ToT MOMEHT Bce M3BECTHBIE BUPYCHI IJIsl XPAHEHUSI COOCTBEHHBIX KOMUI
ucrnosb3oBaiu (ainsl, To ecth [13Y kommberoTepa. OOHapyxkennsiit 12 utons 2001
roga CodeRed cran mepBbIM MpeACTaBUTEIEM HOBOTO THIIA BPEIOHOCHBIX
pOrpaMM, CHOCOOHBIX aKTUBHO PACIpOCTPAHATHCS W PpadOTaTh Ha 3apaskeHHBIX
KOMIIbIOTEpax 6e3 UCroab30BaHus ¢aitoB. B nporecce paboThl Takue BUPYCHI
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CYUIECTBYIOT UCKJIIOYUTEIFHO B CHCTEMHOI MaMsTH, a MpHU Mepeaaue Ha ApYyrue
KOMITHIOTEPHI - B BUJIC CHEIUATBHBIX MAKETOB JAaHHBIX. JIJIsI MPOHMKHOBEHUS Ha
ynaneHHbie koMibrotepbl CodeRed ncnosb3oBai Opelib B cUCTeMe 0€30MaCHOCTH
1S (Internet Information Services), koropass MO3BOJIIET 3JI0YMBIILICHHHKAM
3ammycKaTh Ha YJAJICHHBIX CepBepax MOCTOPOHHMUM MPOTpaMMHBIN KoA. 18 HIoHS
2001 roma Microsoft BelycTHIAa COOTBETCTBYIOIIYIO —3aIlIaTKy, OJIHAKO
MoJIaBJIsAONIee OOJIBIIMHCTBO MOJB30BATENEH HE YCIEI0 BOBpPEMs OOHOBUTH CBOE
nporpammuoe odecrneuenue. CodeRed Be3Ban smmmemuto, 3apasus okoso 12000
(mo nppyrum panHbeiM - 1o 200000) cepBepoB MO BCeMy MHUPY U IMPOBEN
kpynHomacimtabnyto DDOS araky Ha BeO-cepBep bemoro noma, BbI3BaB
HapyIICHHE ero HopMalbHON paboThl. Yepe3 Henemto, 19 urons nmosiBUiIach HOBas
moaudukarms CodeRed, nokazaBmas gyymeca pacnpocTtpaneHus - 6onee 350000
MaiiuH 3a 14 yacoB (70 2000 KOMIBIOTEPOB B MUHYTY).

B 310 *e Bpems Obul 0OHapykeH MOYTOBBIA 4epBb Sircam (12 uroms 2001
rojia). OTOT BUPYC OTJIMYajia HEOObIYHAS MPOIEAypa BIOOpAa UMEHH 3apa’KEHHOTO
BJIOKeHUs. [l 9TOro cimydaliHbIM 00pa3oM Ha JUCKEe WHQOUIIMPOBAHHOTO
KOMIIBIOTEPA BBIOUPAJICS JOKYMEHT, K UMEHU KOTOPOT0 A00aBIISsIOCh paCUIMpPEHUE
pif, .Ink, .bat wmu .com. IlonydyeHHas koHCTpykums Buma mydiary.doc.com
CIIyKWJa TEMOW pacChUIaeMbIX MHUCEM M WMEHEM HOBOM KOMHH IMPOTpaMMBI: K
oroOpaHHOMY (haiily JOMUCHIBAICS KOJ 4YepBsA - TakuM oOpa3oM Sircam mor
MPHUBECTH K yTeUuKe KoH(puAeHIHaIpHOW nHpopmammu. [Ipu pacceuike B moje ot
yKa3bIBaJICS OJWH W3 aJpecoB, HAWJEHHBIX Ha 3apa’k€HHOM KOMIBIOTEpE, a
cooO1eHue coaeprxkano Texker Buaa «Hi! How are you? | send you this file in order
to have your advice. See you later. Thanks». Kpome storo, B omnpeneneHHbIN
MOMEHT BpeMEHH (B 3aBUCUMOCTH OT CHCTEMHOTO BpEMEHH W MOIuUKALNN
BHpYCa) Ha 3apaX€HHOM KOMIIBIOTEpE YIAISUIMCh BcCe (hailjibl Ha CHUCTEMHOM
KECTKOM JTUCKE.

18 cents0ps 2001 roma Havamack snuaemus Nimda - 3ToT BUpyC-uepBb B
TeueHnue Bcero 12 wyacoB mopazun g0 450000 kommberorepoB. s
pactpocTpaHeHusi ObUTM 3a/IeCTBOBAHBI MATh METOJOB: JJICKTPOHHAS TOYTa
(opews B cucreme OezomacuocTH Internet Explorer, mossosstomnias aBToMaTHYECKU
BBITIOJIHATH BJIO’KCHHBIN MCTIOTHSEMBIN (Daiiit), 1Mo JTOKaIbHOW CEeTH, BHEAPECHHUE Ha
I1S-cepBepa, 3apaxkeHue Opay3epoB, a TakKe C TOMOIIbI OeKIAOp-TPOIEeaAyp,
OCTaBJICHHBIX Tpenpiaymmmu Bupycamu. [locne 3apakenuss Nimda oTkpeiBai
JIOKaJIbHBIE TUCKH HA MOJHBIA JOCTYI AJIA BCEX KEITAIOIIHX.

Bckope mociie Nimda mosiBuiicst Klez - modtoBwlii 4epBb, pa3jinyHbBIC
MOIM(UKAIIMKA KOTOPOTO HAa MPOTSHKEHUHW CIEAYIOIUX HECKOIBKUX JIET 3aHUMaJIH
NepBble CTPOKM B pEHUTHHTax momynsipHocTu. [Iporpamma mpoHuKana Ha
KOMITBIOTEP MO CETH WJIM Yepe3 JEKTPOHHYIO MOUTY, UCHOJb3Yys Opellb B 3aluTe
IFrame Gpaysepa Internet Explorer, koropas gomyckana aBTOMaTHYECKHI 3amycK
BJIOXeHHOro (paiina. Takke BHUpPYC HMeEN BCTPOCHHYIO (YHKIHUIO TOHCKA H
MOJIABJICHUSI AHTUBUPYCHOTO MporpaMmmMHoro odecriedenus. Klez gommceiBan cBoii
KOJ K OJHOMY W3 JOKYMEHTOB Ha 3apaK€HHOM MAalllMHE M HAaYMHAJI MacCOBYIO
paccbuiky. B mone «OT» moacTasisics 1o00ii afpec, HaleHHbBIN Ha KOMIIBIOTEPE
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WM K€ CIlydailHO creHepupoBaHHbIN. [Ipu 3TOM cnHcok Bcex 0OHapyKEHHBIX Ha
3apaKeHHOM KOMIIBIOTEPE aApPECcOB 3JIEKTPOHHOM MOYTHI TaK)Ke MPUCOSAUHSICS K
BIIOKeHU10. KpoMme pacChUIKM CBOMX KOIWM, YepBb OOHaApyKuBaji ceds mo 13-m
qpcliaM YeTHBIX MECSIEB WJIM IIeCTHIM HEUYETHBIX, B 3aBUCHUMOCTH OT
Monu(pUKaMKA: B TaKOW JeHb BCe (Qailibl Ha 3apaKCHHBIX KOMITBIOTEpax
3aIOJTHSITUCH CITyYalHBIM COICPKHMBIM.

CrouT Takke oTMeTUThH |anatos/Bugbear (BmepBbic 0OHApYEH B OKTIOpE
2001 roma) - MOYTOBBIH YepBb, yCTaHABIUBAIOIIHI Oekmop-mpoueaypy (Backdoor)
U TPOSH - KJIAaBHATYpHBIM mmuoH. [Ipormeaypa pacmpocTpaHeHHs] MPaKTHIECCKU
MOJTHOCTBIO OblTa crimcana ¢ Klez - kommpoBaHue 1Mo ceTH, MaccoBasi pacCchlIKa C
3apaXCHHBIM JIOKYMEHTOM BO BIIO’KEHUH, HCIIOJIb30BaHME ysa3BUMocTH IFrame B
Internet Explorer, monmaBieHre aHTUBUPYCHBIX IHporpamMMm. Kpome yBenmdeHuUs
TpaduKa, BUPYC MPOSIBIUIT ce0sl CHOHTAHHOM MEeYaThIi0 pa3HOOOpa3HOro Mycopa Ha
CETEBBIX NMPUHTEPAX.

B suBape 2003 roma rpsHyna SnMIeMHUsS HMHTepHeT-uepBs Slammer,
3apakaromiero cepsepa moj ympaeieauem Microsoft SQL Server 2000. Bupyc
HCIIOJB30BaN Opemib B cucteme OesomacHoctu SQL Server, 3aminata kK KOTOpow
BBIIIUIA IIECThIO MecsiaMu paHee. [locie MPOHUKHOBEHUS Ha KOMIIBIOTEP
Slammer HauumHam B OCCKOHEYHOM IMKJIC IMOCBUIATH CBOM KOJ Ha CIy4aiHO
BBIOpAHHBIE a/Ipeca B CETH - TOJIbKO 3a nepBbie 10 MUHYT OBLJIO MOPAKEHO OKOJIO
90% (120 000 exuHMI]) BCEX YSA3BUMBIX CEPBEPOB, IIPU 3TOM IIATh U3 TPUHAALATH
rinaBHBIX DNS-cepBepoB cetn MHTEpHET BBINLIH U3 CTpos. Slammer umen kpaiine
HeOobIIoN pasmep - Bcero 376 Oaiit (CodeRed - 4 Kb, Nimda - 60 Kb) u
MPHUCYTCTBOBAJI TOJHKO B MaMSTH 3apaKEHHBIX KOMIBIOTEpOB. boiee Toro, mpu
paboTe uepBsl HUKaKue (Paiiiibl HEe CO3/aBAIUCh, U YEPBb HUKAK HE MPOSBIISLT ceOs
(TOMUMO CeTeBOW aKTHBHOCTH 3apa)KCHHOTO KOMITbIOTEpa). DTO O3HAYaeT, YTo
JICYCHHUE 3aKJII0YaJIOCh TOJBKO B Mepe3arpy3ke cepBepa, a aHTUBUPYCHI B JTAHHOU
CUTyaIluu O€CCUIIbHBI.

B asrycte 2003 roga okoiao 8§ MUUIMOHOB KOMIIBIOTEPOB BO BCEM MHPE
OKa3aJIMCh 3apakeHbl HMHTepHeT-uepBeMm Lovesan/Blaster. Jlns pasmHOXeHUS
UCII0JIb30BaJIaCh OUepeHas Opelb - Ha 3TOT pa3 B ciyx0e DCOM RPC Microsoft
Windows. Kpome toro, Lovesan/Blaster sxmtouan B cedst pynkimo DDoS-aTaku
Ha cepBep ¢ ooHoBIcHUsAMH 1 Windows.

Heneneit mozxe HOBBIA Bupyc, S0Dig.f, ycraHoBWs HOBBIM pexopa IO
CKOPOCTH - JOJIsl 3apaXEHHbIX MM nuceM paoxoauna no 10 % ot Beew
KOPPECTOHICHIINN. DTO JOCTUTAIOCh UCTIOIB30BAaHUEM CIIAMEPCKHUX TEXHOJIOTHH.
Sobig.f Taxke WHUIMHUPOBAT LEMHYIO PEAKIUIO: KaXKIbIi HOBBIM BapUaHT YEepBs
co3maBall  CceTh  WH(DHUIMPOBAHHBIX  KOMIBIOTEPOB,  KOTOpas  IO3JHEE
MCIIOJIh30BaJach B KadyecTBE IIaTGOPMbI JUisi HOBOW smmaemun. OTHAKO KOHEI]
SMHUIEMHM 3anporpamMmmupoBan cam aBtop - 10 centsops 2003 roma Sobig.f
MIPEKpaTUII Pa3MHOKEHHE.

B ¢deBpane 2004 roma nosiBuiics Bizex (taxke m3BecTHbIM kKak EXploit) -
nepBbiii  [CQ-uepBb. Jlns  pacnpocTpaHEHMs  MCHOJIB30BANIACh  MaccoBast
HECAaHKIIMOHUPOBAHHAS pacchKa 1o ICQ cooOMIeHus
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«http://www.jokeworld.biz/index.html :)) LOL». Ilomy4uB OT 3HAKOMOTO
YyelioBeKa TaKyl0 CCBhUIKY, HHYEro HE II0J03peBaroliasl >KepTBa OTKphIBaJa
yKa3aHHYIO CTPaHHMILy M B cliydae, eClId UCIoJIb3oBasics Opaysep Internet Explorer
C HE3aKpBITOW YSI3BUMOCTBIO, HA KOMITBIOTED 3arpyskainuch ¢aiiasl Bupyca. [locie
YCTAaHOBKM B cucTeMy, Bizex 3akpeiBan 3amymieHblii  [CQ-kiueHT w
noIKJIIoUUBIIKCH K cepBepy 1CQ ¢ maHHBIMU 3apa’k€HHOTO MOJIb30BATENSI HAUUHAT
PACCBUIKY IO HAWJIEHHBIM Ha KOMIIBIOTEPE CIMCKaM KOHTaKTOB. OJHOBPEMEHHO
IpoUcCXouiia Kpaxa KOH(QUICHIMATbHOWM HHPOpMaluu - OAHKOBCKHE IaHHBIE,
pa3iIryHbIe JOTUHBI U TApPOJIH.

B osrom ke 2004 romy pa3paswiach Tak ~Has3blBaemas —BOMHA
BUpyconucareneid. Heckonbko MpecTynmHbIX TPYNIUPOBOK, U3BECTHBIX 10 BUPYyCaM
Bagle, Mydoom u Netsky Bwimryckamu HOBbIE MOAM(HUKAINK CBOUX HPOTPAMM
OykBaJIbHO Kaxawpii uyac. Kaxxmas HoBas mporpaMma Heciaa B ceOe ouepeaHoe
MOCIIaHUE K TMPOTHUBOCTOAIICH TPYNIHUPOBKE, H300MITYyIOIIEe HEIEH3YPHBIMU
BeIpakeHusiMH, a Netsky naxe ymamsn JroOble OOHAPYKCHHBIC 3K3EMILIAPHI
BupycoB Mydoom u Bagle.

Mydoom wu3BecTeH Takke MaccupoBaHHOH 12-mHeBHOM DDoS-artakoii Ha
BeO-caiiT kommanuu SCO, nHauaBmieiics 1 ¢eBpans 2004 roma. 3a mapy 4vacos
paboTta cepBepa Oblla NOJHOCTHIO IMApaAIM30BaHA W BEPHYTHCS B HOPMAaJbHbBIN
pexuM WWW.SC0.COm cmor Toibko 5 wmaprta. B orBer pykoBomutenn SCO
00BN Harpany B pasmepe 250 Teicsiu gosiapo CIIA 3a mHpopmanuio 00
aBTOpE YEPBA.

Henp3s He ynomsiHyTh uepBsi Sasser, koTopsiii B mae 2004 roma mopasui
Oosiee 8 MJIH. KOMIBIOTEPOB, a YOBITKM OT HEro OIEHHUBaKOTCI B 979 MIH.
nomtapos CIIA. J[ns mpOoHUKHOBEHHUST SaSSer UCIOIb30Ball YS3BUMOCTD B CITykO0e
LSASS Microsoft Windows.

Bckope nocne Toro, kak Hayalad aKTUBHO HCIOJIb30BAThCS CMAapTQOHBI (OT
aHria. smartphone) - ycrpoiictBa, couerarone B cebe (YHKIHMH KapMaHHOTO
KOMITbIOTEpa 1 TenedoHa, MOsIBUIICS U MepBbIi BUpyc st Hux - Cabir (urons 2004
rona). OH pacnpocTpansuicst yepe3 nporokon Bluetooth u 3apaxan moOuibHBIC
tenedonbl, padotaromue non ympasieHuem OS  Symbian. Ilpu  kaxmom
BKJIFOUCHUH WHOUIIMPOBAHHOTO TeleoHa BUPYC MOTydas YIPABICHUE U HAaUMHAI
CKaHUPOBaTh CHUCOK akTUBHBIX Bluetooth-coenunenuii, BeIOMpan nEpBOE
JOCTYITHOE W TBITAJCS TepenaTh TyJa CBOW ocHoBHOW (aiin caribe.sis. Hudero
aectpyktuBHoro Cabir He pgemand - TOJBKO CHHXaJI CTaOMJIBHOCTH PaOOTHI
Tenie()OHAa 3a CYET MOCTOSIHHBIX TIOMBITOK CKaHMpOBaHHs akTUBHBIX Bluetooth-
YCTPOMCTB.

BpenoHnocHble TporpaMMBbl - 3TO HE TOJBKO BHPYCHI, Y€pPBU M TPOSHBI. K
9TOMY KJIACCY B TIOJIHOW Mepe MOXKHO OTHECTH M adware - mporpaMmbl, KOTOPbIC
0TOOpakaroT Ha JKpaHe pekjamy Oe3 BeAOMa U COrjlacusl IOJIb30BaTels, U
pornware - MpOrpaMMbl, CAMOCTOSTEIbHO WHHULUUPYIOLUIUE COCIUHEHHS C
IJIATHBIMU TopHOTpaduueckumu caiitamu. Haunnas ¢ 2004 oTmeuaeTcs: LIMpoKoe
pacnpoCTpaHEHHE HCIOJIb30BAaHUS BUPYCHBIX TEXHOJOTMHA ISl  YCTAaHOBKHU
adware/pornware Ha TeleBbIe KOMIBIOTEPHl. JTOT TOA TaKXKe 3aIOMHUICS
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MacHITa0HBIMU apecTaMHu BHUpycomucateneir - Obuio ocyxaeHo okosno 100
XaKepoB, IPUUYEM TPOE M3 HUX HAXOJWINCh B JBAJLATKE CaAMbIX Pa3bICKHUBAEMBIX
ObP npectynHUKOB.

B cienyromem, 2005 roay rino0anbHBIX SMUAEMUN 3a(UKCUPOBAHO HE OBLIO.
OTO HE 03HAYaeT YMEHBIIICHHE YHCIIa BUPYCOB - HA00OPOT, C KaXIbIM JHEM HX
nosiBisiercst Bce Oosbine. Ho mpu 3TOM  MOXHO OTMETUTH YBEIUYEHUE
M30MpaTEeNIbHOCTA BPEIOHOCHBIX MPOTPAMM - CTAHOBSITCS TMOMYJISAPHBI YEpBH,
[JIaBHOM LIENBbI0 KOTOPBIX SIBJSIETCS MOXHUILIEHUE OMNpe/eIeHHON HH(POpMalUU.
Kpome yxke cTaBmuX NPUBBIYHBIMUA KpaK HOMEPOB KPEAUTHBIX KapT, YYACTHIINCH
Cllydyal BOpPOBCTBA IEPCOHANBHBIX JAHHBIX WIPOKOB PA3JIUYHBIX OHJIANHOBBIX.
Pa3BuTre MOAyYuiaM WM BUPYCHBIE TEXHOJOTHMU I MOOWJIBHBIX YCTpOMCTB. B
KayecTBE MyTH NMPOHUKHOBEHUS MCHOJIB3YIOTCS He Toibko Bluetooth-ycrpoiictsa,
HO ¥ 00b19HBIe MMS-coo6renus (uepsb ComWar).

B coBpeMenHOM MHTEpHET B CpeHEM KaXA0€ TPUALIATOE MUCbMO 3apaXeHO
IIOYTOBBIM 4epBeM, Okosio 70% Bceld KOppPECHOHIEHLIMM - HexenarenpHa. C
pocToM ceTh IHTEpHET yBEIMYMBAETCA KOJWMYECTBO NOTCHIMAIBHBIX KEPTB
BUpyconucaTeneil, BbIXOJ HOBBIX OIEPAI[MOHHBIX CHCTEM BIJIEYET 3a COOOM
pacUIMpEHHE CIEKTPa BO3MOXHBIX ITyTEH MPOHUKHOBEHHUS B CUCTEMY U BapUAHTOB
BO3MOKHOH BPEIOHOCHOW Harpy3Ku JJIsl BUPYCOB.

13.8 OmeemcmeeHHOCMb 3a HanucaHue u pacrnpocmpaHeHuUe
8pe0OHOCHbLIX NMPo2pPamMm

Hanucanue u pacnpocmpanenue 6upycog - Y20/106HO HAKA3yembvle
Oeiicmeus. Kax u 0na Opyeux npecmynieHuti, Mepbl Ux npecedenusl pe2yiupyem
Yeonosnwviti Koodexc Poccutickou @edepayuu. B Hem K eupyconucamensam u
pacnpocmpanumeniam 6uUpPyCco8 MOMCHO RPUMEHUMD pa0 cmameil u3 21aevl 28
«Ilpecmynnenus 6 cpepe Komnovromepnoit unghopmayuw):

Cmamoa 146. Hapywenue asmopckux u cmedxcHwvlx npae. HezakoHHOE
HCIIOJb30BaHNE OOBEKTOB AaBTOPCKOTO MpaBa WM CMEXKHBIX TIpaB, a pPaBHO
MPUCBOCHUE aBTOPCTBA, €CIM JTH JCSHUS NPUUYMHUIU KPYIHBIN ymiepo, -
Haka3bIBaloTCs mTpadoM B pazMepe OT JIBYXCOT JI0 YETHIPEXCOT MUHUMAIbHBIX
pa3MepoB OIUIATHI TPyJAa WU B pa3Mepe 3apabOoTHOM MIaThl WM WHOTO J0X0]a
OCYXJCHHOTO 3a TEPHOJ OT JIBYX J0 YEThIPEX MECAIEeB, JMOO 0053aTeTbHBIMU
paboTaMu Ha CpPOK OT CTa BOCBMHJIECATH JO JIBYXCOT COpPOKa YacoB, JUOO
JUIIEHUEM CBOOOJBI Ha CPOK N0 JABYyX JeT. Te ke JesHus, COBEpIICHHBIC
HEOJHOKpPATHO JIMOO TPYNIOH JIMI[ 1O TNpPEeABAPUTEILHOMY CrOBOPY WU
OpraHU30BaHHOW TPYMION, - HaKa3bIBAlOTCS MITpagoM B pazMepe OT YEThIPEXCOT
JI0 BOCBMHCOT MUHHUMAJIBHBIX Pa3MEPOB OIUIATHI TPYJa WU B pazMepe 3apaboTHOM
MJaThl WIM MHOTO JI0XO0Ja OCYXJCHHOTO 3a IEePUOJi OT YEeThIpeX 10 BOCHBMU
MeCsIIIEB, JTMOO apecTOM Ha CPOK OT YETHIPEX JI0 IIECTH MECSIIEB, TU00 JuueHuem
€80000bl HA CPOK 00 NAMU Jem.

Cmamoa 138. Hapywenue maiinbl nepenucku, meje@oHHbIX
nepezo6opos, nOYmMoevix, meaezpaguplx uiu uHvlx cooouwenuii. Hapymenue

178



TalHBl TEPENHUCKU, TeIC(OHHBIX IEPErOBOPOB, IMOYTOBBIX, TeJerpadHBIX WU
WHBIX COOOIIEHMI TpakIaH - HaKa3bIBaeTCs MTpadoM B pazMepe OT MSATUIACCITH
JI0 CTa MUHHUMAJIbHBIX pa3MEPOB OIIATHI TPYJa UK B pa3Mepe 3apaO0THOM MIIATHI
WIM HHOTO JOXO0Ja OCYXXIEHHOTO 3a TEepHoJ J0 OJHOro Mecsua, Judo
o0s3aTeIbHBIMU pabOTaMU Ha CPOK OT CTa JBAJLATH JI0 CTa BOCBMHJIECITH 4acoB,
700 HKCIPaBUTEIBHBIMU pabOTaMU Ha CPOK JI0 OJHOTO roja. To ke aesHue,
COBEPILIEHHOE JIMIIOM C HCIIOJIb30BAHUEM CBOETO CIY>KEOHOTO MOJIOKEHUS WU
CIIEHHAIBHBIX TEXHUYECKUX CpENCTB, MNPEIHA3HAYCHHBIX JJISI HETJIACHOTO
nmoytydeHus: nHpopMaInu, - HakasbplBaeTcs MTpadoM B pazMepe OT CTa 10 TPEXCOT
MHUHUMAJbHBIX Pa3MEpPOB OIUIATHl TPyJa WIM B pa3Mepe 3apaO0THOM MIaThl WU
WHOTO J0X0/la OCYXKIEHHOTO 3a TEPHOJl OT OAHOTO JI0 TPEX MECSIEB, JTUOO
JIMIICHUEM TMpaBa 3aHUMaTh ONPEACIEHHBIC JIOJDKHOCTH WJIM 3aHUMAThCA
OTPE/ICICHHOM AESATEILHOCThIO Ha CPOK OT JIBYX IO ISITH JIET, TMOO apecToM Ha
CPOK OT JABYX JI0 4YeThlpex MecsieB. He3zakoHHbIE NPOU3BOACTBO, COBIT WIH
npuoOpeTeHre B  IeNIX CcOblTa  CHEIUaIbHBIX  TEXHUYECKUX  CPECTB,
NpeIHAa3HAYCHHBIX JJI HETJIacHOTO TMOJy4YeHUs HH(POpPMAIMM, - HAKA3BIBAIOTCS
mrpadoM B pasmMepe OT JBYXCOT JO MATUCOT MHUHUMAJIbHBIX Pa3MEpPOB OILIATHI
TpyJa WM B pa3Mepe 3apaboTHOM IJIaThl WJIM MHOTO JOXOJa OCYXKIEHHOTO 3a
NEPHUOJ OT ABYX JIO TSTH MECAIIEB, JIMOO OTPAaHUYECHUEM CBOOOIBI HA CPOK J0 TPEX
JIeT, MO0 JuteHuem c80600bl HA CPOK 00 mpex aem ¢ TUleHuemM npasa 3aHuUMAambs
onpedenennvlie 00NHCHOCMY WU 3aHUMAThCSl ONPECICHHON NeSITEIbHOCThIO Ha
CPOK IO TPEX JIET.

Crarbsa 272. HenmpaBoMepHbIN J0CTYNl K KOMIIbIOTEPHOI HHGOpManKu.
HenpaBoMepHbIid JOCTYN K OXpaHsSE€MOM 3aKOHOM KOMITBIOTEPHOW MH(OpManuu,
TO €CTh MH(OpPMAlMK HAa MAIIMHHOM HOCHUTENE, B AJEKTPOHHO-BBIUUCIUTEILHON
Mammae (OBM), cucreme OBM umu ux cetd, €ciM 3TO JESHHUE TMOBJIEKIIO
YHUYTOXEHUE, OJIOKUpOBaHUE, MOIU(DPHUKAIIMIO MO0 KOMUPOBaHHE WH(POPMAIIUU,
HapyuieHue pabotst 9BM, cucremsl 9BM unum ux cetH, - HakaszpiBaeTcs mrpadom
B pa3Mepe OT ABYXCOT J0 MATHCOT MUHUMAJIbHBIX Pa3MEPOB OIUIATHI TPyJa WIH B
pa3Mepe 3apabOTHOM TUIATHI WJIM WHOTO JI0X0JIa OCYXJACHHOTO 3a MEePUO OT JIBYX
710 TISITA MECSIIEB, JIMOO MCIIPABUTEILHBIMU pabOTaMH Ha CPOK OT IIECTH MECSIICB
710 OJHOTO Toja, KOO0 JINIIEHHEM CBOOOJIBI Ha CPOK JO ABYX JET. To ke JesHue,
COBEPILIECHHOE, TPYIION JIUIL [0 NPEABAPUTEIBHOMY CTOBOPY WJIM OPraHU30BaHHOMW
IPYINNoOW MO0 JMIIOM C HCIOJB30BAaHUEM CBOETO CIY)KEOHOTO MOJIOKEHUsS, a
paBHO uMeroUM noctyn Kk OBM, cucteme D9BM unu ux ceTu, - HaKa3bIBaeTCs
mTpadoM B pa3zMepe OT MATHUCOT A0 BOCBMUCOT MUHUMAJIBHBIX Pa3MEPOB OILJIATHI
TpyJa WU B pasMepe 3apaOOTHOM IJIaThl WM MHOTO JI0XO0Ja OCYXKJICHHOTO 3a
NepuoJ OT IMATH 10 BOCBMU MECSIIIEB, JIMOO UCIIPABUTEIHLHBIMU pabOTaMHU Ha CPOK
OT OJIHOTO TOJIa /IO JBYX JIET, JIMOO apecTOM Ha CPOK OT TPEX JIO IIECTU MECSAIICB,
00 auuenuem c80000bl Ha CPOK 00 NAMU Jiem

Cratba 273. Co3naHue, HCHOJb30BaHHME W  PpacHpocTpaHeHHe
BpeaoHOCHBbIX mporpamm aiasi IBM. Coszganue nporpamm st OBM  wnm
BHECEHUE M3MEHEHUN B CYIIECTBYIOIIUE MPOTrpaMMbl, 3aBEIOMO MPUBOJIAIIUX K
HECAHKITMOHUPOBAHHOMY YHUUTOKEHHUIO, OJIOKHPOBAHUIO, MOIU(DUKAITUH JTHOO
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KONUPOBaHUIO0 MH(pOopManmu, HapymeHuo padotst 9BM, cuctemsr 9BM nnm ux
CETH, a PaBHO HCIMOJIb30BAHUE JMOO PACIpPOCTPAHEHHE TAKUX MPOrpaMM WJIU
MAIIIMHHBIX HOCHUTEJEH C TaKMMHM IporpaMMaMy - HaKa3bIBAIOTCS JIUIICHUEM
CBOOOJIBI HA CPOK JIO0 TpeX JIET co mTpadoM B pazMepe OT ABYXCOT JIO MATHUCOT
MUHHMAaJIbHBIX pa3MEpPOB OIUIATHl TPYJa WU B pa3Mepe 3apabOTHOM IJIaThl WU
MHOTO J10X0Ja OCYXKJICHHOTO 3a MEePUOJ OT JIBYX JO0 ISATH MecsleB. Te ke aesHus,
MOBJICKIIINE TI0 HEOCTOPOXKHOCTU TSXKKUE TMOCHEJACTBUS, - HAKa3bIBAIOTCA
JuueHuem c80000bl Ha CPOK Om mpex 00 cemu aem.

Crartps 274. Hapymenue npaBui 3kciuryaranuu IBM, cucremsr IBM
win ux ceru. Hapymenue npaBun skcruryaraiuu OBM, cuctembl 9BM unm ux
CETH JIMIIOM, UMeroIuM ocTyn Kk OBM, cucteme 9BM unu ux cetu, noBIieKiiee
YHUYTOXKEHUE, OJIOKMPOBAHWE WM MOJAU(PHUKAIMIO OXPaHSEMON 3aKOHOM
uHpopmarmu OBM, ecnu 3TO jAesHHE NPUYMHUIO CYIICCTBEHHBIM Bpend, -
HAKa3bIBACTCS JIMIIICHWEM IIpaBa 3aHUMaTh ONPEACICHHbIC JOJHKHOCTH WU
3aHUMATHCS OMPEICIICHHON JIEeSITEIHPHOCTBI0O Ha CPOK JO IISTH JIET, MO0 CBOOOIBI
Ha CPOK J0 ABYX JeT. To e JesHue, MOBJEKIIEe MO HEOCTOPOKHOCTH TSKKHE
IIOCIICJICTBUS, - HAKA3bIBACTCS JULUUEeHUEM C80000bL HA CPOK 00 Yemblpex Jienl.




